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Armtottolnon euBuvwy - Disclaimer

Ol TTANPOPOPLEC TIOU TIEPLEXOVTAL OTO TIAPOV KAl Ol SNAWOELC TIou ekppalovtal lval yevIKng uang kat Sev mpoopilovtal va
QVTIUETWITIOOWV TIC TIEPLOTATELC OTTIOLOUSHTIOTE CUYKEKPLUEVOU aTdpoU 1) ovtotnrac. MapoAo Tou TpoomaboUpse va TIAaPEXOULE
akpLBElC Kal EyKUPEG TTANPOPOPIEC KAl VA XPNOLLOTIOLOUKE TINYEG TIOU BeWPOUPE aELOTILOTEG, SV UTIAPXEL €yyUNon OTL QUTEC OL
TIANPoYopleg elval akplBelg katd tnv nuepopnvia mapaAafnig toug 1 ot Ba cuveyloouv va etval akplBelc oto peMov. Kavelg ev
TIPETEL VA eveEPYel BACEL QUTWY TWV TIANPOPOPLWY XWPLG KATAAANAN ETTAYYEAUATIKY OUPBOUAN LETA amtod ev&eAexr €E€taon Tng
OUYKEKPLUEVNG KATAOTAONG,.

OAec oL EpLYpaPES & oL TIEPANWPIELG TTOU apOPOUV AOPAALOTIKEC KAAUWELC TTpoopidovTal HOVO yia YEVIKOUG EVNHEPWTIKOUC OKOTIOUG
Kalt &gV TPOTIOTIOLOLV 1| €MNPeGlouV TOUG Opouc / TIPOoUTIOBETELG/ eEalpedelg oTtoloudnote acaAlotnpiou cupBoialou. Ot
QAOPANLOTIKEG KAAUWPELG SLETIOVTAL ATTOKAELOTIKA KAl POVO dATtd TOUG 0pouG / TipoUnoBEéaels/ eEaLpETELC TNG EKAOTOTE auvagbeioag
LETAEU AOPOALOTH) KAl A0PAACUEVOU ACWYAALOTIKNAG oUPBacnG. H avdAnyn oloudnmote oxeTikou Kivduvou Kat n Stayelplon tou Ba
TIpETeL va atnpilovtatl ota guidelines kat tig Stadikaalec Tng K&Be etatplag kat n xprion Tou 0dnyou Ba TPETEL va ylvetat kaBapd oe
ETILKOUPLKN BAan.
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MPOAOIOz

CYBER RISKS: NpokAnon kat Eukatpia yia tnv AodpaAiotikni Ayopd

1. To 2020 amnotéAeoe xpovid oTaBuod yio Tov PndLakd HETAOXNUATIONO KpaTwV, SNUOCLWY
OPYOVIOUWY Kal eTUXEPnoewv. H eudavion tng mavénuiog tou kopovaiot COVID-19
grutayuve paydaia tic e€elifelg oe maykooulo eninmedo otov €8w Kal KAlpo SUVAULKA
avamrtuooopevo Ttouéa NG Yndlakng texvohoylag. Xe OAO TOV KOOHO Snuoaiol
OPYQVLOUOL, ETILXELPHOELC, UKPEC KAl LEYAAEC, CUUTIEPIAQUBAVOUEVWY TWV O0PAALOTIKWY
ETUXELPNOEWVY, AVOYKACTNKAV VA ULOBETHOOUV TaXUTOTA TNV ONMOUAKPUCUEVN epyacia og
pLa mpoomnaBdela va cuvdpapouy atnv enBpaduvon tng e€amiwong tou COVID-19 kal va
TPOOTATEUOOUV TOUC €epyalOHeEVOUC Kol Toug TieAdteC Ttou¢ Paol{opevol oxedov
OMOKAELOTIKA 0 PNPLAKEG TEXVOAOYLEC TIPOKELUEVOU VA TTAPAEivouV o emadr] Kal va
ouvexloouv T Aeltoupyia Touc.

H au€avopevn €fdptnon amo Ti¢ Pndlakég texvoloyieg odrnynos avamopeukta o€
auéavopevouc Kivduvouc Pndlakng acdalelag kal os avaloyn al€non Tou NAEKTPOVIKOU
£YKANUATOC.

2. 3tic 20 OktwPpiouv 2020, o ENISA, o Opyaviopdg tng Eupwnaikng Evwong ywa tv
Aoddiela otov KuBepvoxwpo (www.enisa.europa.eu) dnuocieuoe tnv EkBeon «Cyber

Espionage - Threat Landscape 2020», 6mou meplypAddel TI¢ o npoodpateg TACELG TTOU
oxetilovtal pe emBECEL] KOTAOKOTIELQG OTOV KUPBEPVOXWPO KOl TIOPEXEL OAOKANPWHUEVN
oavaluon twv 15 kopudaiwv KUPBEPVOUMEINWV TOU QVILUETWIIOTNKAV O TAYKOOULO
eninedo petalu lavouapiou 2019 kat Anpidiou 2020. H EkBeon mpoodlopilel Tnv enibBeon
HUE KAKOBOUAO AOYLOUIKO WG TNV VOUUEPO £va OMEIA] OTOV KUPBEPVOXWPO ylo. TV
Eupwmnaiky Evwon, evw aufoavopevn tdon moapouctdlouv To nAekTtpoviko Pdpepa, n
KAOTU} TAUTOTNTOC KAl TO ransomware. To Kopudaio KivNTpo TWV €yKANUATLWV TOU
KUBEPVOXWPOU TIAPAEVEL N ATTOKTNON TTAPAVOUWV e008wv. HEkBeon Stamiotwvel emiong
oTL to meptBaAiov COVID-19 tpododotel emiOEoelg og omitia, EMLXELPNOELS, KUBEPVAOELG
Kot kploweg unodopéc. H Pndlomoinon 6Awv twv Stadlkaolwy Kat n anoduvauwon Twv
UTTOPXOVTWVY HETPWV aloPAAELAC OTOV KUBEPVOXWPO PECW aANQYWV OTO TTPOTUTIA EpyaCiag
KoL utoSopng Tou pokaAouvtal and tnv movénuia COVID-19 Snuloupyei eukalpleg yia
€€ATOULKEVEVEG EMIBEDELG OTOUG LoLalTepa «EEUTIVOUG» EYKANUATIEG TOU KUBEPVOXWPOU
UE TN Xpnon mponyuévwy puebodwv Kat texvikwy. H ExkBeon mpoelbdomolel 0Tl umdpyxel
HOKPUC SpOUOC yLa TNV eTtitevén evog o aodparouc Wndlakol meptBailovrog.

Kaveig ev npénel va Bewpel Tov eautd tou acdaln. H kaAutepn avtidpaon eivat n
ocuveldnTomnoinon Tou Kwwduvou Katl n £€ykaipn dtoyeiplon Tou.

3. OAa autd epdavilovral o pio emoxn mou n a.opaAloTikr ayopad Kot oL urtieUBuvol xapagng
NG EUPWMAIKAG TOALTIKAG €lyav AdN €VIEIVEL TIG TPOOTIABELEG TOUC YLA VO AVTA|OOUV
odEAn amo tnv avénon g Yndlomoinong, meplopilovtag katd to duvatdv Toug
ovaduOUEVOUC VEOUC KLYSUVOUG.

Ot uneUBuvol xapa&ng mMoALTIknG tnG Eupwnaikng Evwong éxouv deopeutel va cuvBéoouy
KOlL VaL EVICXVU 00UV TOUC SLACTIAPTOUG VOUOBETLKOUG KAVOVEC TTOU LoxUouV otnv Eupwraikn
‘Evwon yla tv aoddalela otov kuPBepvoxwpo, didovtag Wolaitepn éudacn otnv evioxuon
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http://www.enisa.europa.eu/

™G «PNPLOKAC ETILXELPNOLOKAC OVOEKTIKOTNTAG» TOU XPNHATOTILOTWTLKOU TOUEQ, O OMoi0g
avapévetal va Ppebel oto emikevipo twv KuPBepvoemiBéoewy. OL Slafouleloelg Kot oL
MpwTtoBoUAieg yia tn Slapodpdwaon tou KAtAAANAou KkavoviotikoU mAalciou yla tnv
gvioyuon tnc Ynolakng aodpalelag Kot avBeKTIKOTNTOG TWV EUPWITAIKWY ETIXELPOEWV
KOL opyaviIopwy gival cuvexeic. AAwote to meptBaiiov tng YndLakng texvoloylag sivatl
ouvexwg e€eAlocopevo kat n StaohdaAilon tng kKuPBepvoaodalelog amaltel emaypumvnon
KOLL CUVEXN TipooTtabeLaL.

. H aodaAiotikn Bropnxavia Kotéxel pia povadikry 0éon oes auth tnv mpoomnabsia
evioxuong tng Ynolakng avBektikotnTag tTnG Eupwrnaikng Evwong, Hla Kol wg TOUENS
omoteAel OTOXO KUPEPVOETUOLEOEWV KOl ETOUEVWG TPEMEL va  €VIOXUOEL TNV
OVOEKTLKOTNTA TOU, CUYXPOVWG OUWC W Spaotnplotnta sival autr mou Oa npoodEpel
npootaoio oc AANEC ETUIYEIPNOELS LECW ULAG OELPAG MPOIOVIWV acdAALoNG KOTA TwV
KLWSUVWV TOoU KUPBEPVOXWPOU.

H aoddAion katd Twv KwSUvwv Tou KuBepvoxwpou Stadpapatilel KaBoploTtikd poAo
OTNV MPOOTIABELN ULKPWVY KOl LEYOAWY ETXELPAOCEWV VO EVIOXUOOUV TNV QVOEKTIKOTNTA
TOUG OTOV KUREpVOXWPO, TipoodEpovTag MOANEC SLaPOPETIKEG UTINPEGLEC, TOGO MPLV, TOCO
KOUTAL T SLAPKELO OGO KO LETA OO £VOL TIEPLOTATIKO KUBEPVOENiBeoNG. H mpoaotaaia mou
TIOPEXEL N a.oPaALon €xeL SUO OYELC :

= O aodpoAiotég Sladpapatilouv amodaclotikd polo otn AP HETPpWV TPOANYNG,
ouvdpapovtoc tTnv aopaAllopevn enixeipnon va avtiAngBel ta Tpwtd tnNg onueia Katl
v €kBeon tng otov Kivbuvo aflohoywvtag kol evioxvovtag tnv Yndlakn
ovVOEKTLKOTNTA TNG.

= Kol €dv n omelAr YiveL Tpaypatikotnta, n acpaiion npoodépel dixtv aocdaleiog
otnv emnuxeipnon Ponbwvtag TNV va AVTLLETWITIOEL AMOTEAECHUATIKA TLG OLKOVOLKEG
ETWNTWOELS TNG KPLoNg, OXL Lovn NG, dAAAQ pe TRV TTOAUTLIUN cUMBOAR Tou acdalAioth
™e.

H mavénuia emipepaiwoe t onpacia tng avBeKTIKOTNTAG OTOV KUPBEPVOXWPO LA TLG
ETUXELPNOELC OAWV TWV peyeBwy Kal aveédelfe Tov onUAVTIKO pOAo Twv acdaALoTWY 0TV
MPOANYIN, TOV HETPLOCUO KOL TNV avAANPn LEPOUG TOU PLOKOU TWV ETLXELPIOEWV.

. H aoddalion katd twv KwwdUVWV TOU KUPBEPVOXWPOU €£ivol OUOAOYOUHEVWG Hia
ToAUTTAOKN Vvéa popdn acdhdAiong. AuTh TN OTLYUN TIPOOhEPETAL OTN XWPA HaAG amd
0PLOEVO aplOpd acdaAloTIKWY ETOLPLWY, EiTe WG autoteAég aodaAiotiplo cupBOAaLo
(standalone cyber insurance), site w¢ enéktraon aAAng acpaAiotikrig kaAuyng. Qotdoo,
n aocpaiion cyber risk amacyolei ohoéva kal meploodtepo TNV EAANVIKY aohAALOTIKN
ayopa amod tnv anon T600 TNE MPOOTTIKAC AVATITUENG, O0O0 KAL TWV MPOKANCEWV KAl TWV
€6IKWV BePdTWY TIOU avadelKVUOVTOL KoL TIPETIEL VO QVTLETWTTLOTOUY, OMw¢ £ival Ta
{ntiuata underwriting, risk management, mpootaciog MPoowrikwy Se5o0uEVwV K. 4.
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OAHIOZ AZOAAIZHZ CYBER: Mia mpwtoBouAia tng EAEE yia tnv acpaAéotepn
TIPOCEYYLON TWV TIPOKANOCEWV TOU KUBEPVOXWPOU

1. H EAEE avayvwpi{ovtog To onUavtiko poAo mou pnopet va dtadpapaticel n achaAlotiki
0yopa OTNV QVTLLETWIILON TWV AUEAVOUEVWY TIPOKANCEWV Tou epdavilel To Tomio Twv
KO UVWV OToV KUBEPVOXWPO, TipoXwpenoe otn cuotacn e161kAG Opadag Epyaociog yia thv
Acodalion twv Kivduvwv tou KuBepvoxwpou.

Z16x0¢ TNG Opadag autng elvat n otevr) mapakoAoUBnon Twv eeAifewv oTov TOpEQ TWV
KWWSUVWV ToU KUBEPVOXWPOU OE €BVIKO Kal EVPWMAIKO eTtimedo kal n availnyn Spdcewv
EVNUEPWONG TwV eTAplWV MeAWV tN¢ EAEE kal twv evbiadepopsvwy dopLwv Kal
OPYQVLOUWV.

2. O «0dnyog Aodaiiong Cyber» esival pia mpwtoBoulia tng £18kng autng Opadag
Epyaoiag tng EAEE mou €xel touc €€N¢ kKuplwg oTOXOUG :

" va MOPOUGLATEL e amAO KOl KATAVONTO TPOTIO TIG BACIKEG £VVOLEG & TOUG KIvEUVoUG
TIou Ba ATav XPriGLUOo KATIOLOG VOl yWwpLleL TIPOKELUEVOU VA TTPOOEYYIOEL KAAUTEPQ TOV
TOUEQ TOU KUPBEpvoxwpou,

B vo TTaPEXEL XPOLUEG MANPOPOPIEC OXETLKA HE TIC TNAUPEXOMEVEG AItO TNV Ao PAALOTIKA
ayopd KAAUYPELG yia TNV acdaAion Twv KwvSUVwV Tou KUBEPVOXWEOUL, aAAd Kol YL
N BEATLOTN KATA TO SUVOTOV OVTLUETWILON TWV ELSIKWY OEUATWY TTIOU ATTaoXOAOUY
NV 00paALOTIKN ayopd Kal adopolv oTov TopEa auTo (Omwe eival yla mapadelypa n
kpudn €kBeon 1 alwg «silent exposure» og KvdUVOUG TOU KUBEPVOXWPOU GAAWV
aodalloTikwy KoAUPewv, el8ka Intnpato underwriting, TPOOTAGLOG TIPOCWTILKWV
Sebopévwy K.a.),

" VO EVNUEPWVEL VLA TG ONUOVTIKOTEPEG HEAETEG KOl EKBEOELG MOV dnpoctelovtal o€
S1eBvEg eninedo yla B€pata kuBepvoacdaielag, aAAd Kot EL8LKOTEPQ yLa BE€paTa ou
adopouv otnv a.odpalion Twv KvSUVWV Tou KuBEPVOXWPOU.

O «08nyog Acddliong Cyber» Bo esumloutiletal ocuvexwg e véa Kelpeva. Exel
OUTOKAELOTIKA KOL LOVO EVNUEPWTLKO KO N SECUEUTIKO XOPAKTPA KOL ATTWTEPOC OKOTIOG
TOU €lval n Mpoaywyn TOU EMLOTNOVIKOU SLAAGYOU Kol N KATA To duvatdv KaAUTepn Kal
OUVEXNG EVNUEPWON ACDAALCTIKWY ETALPLWY KoL OPAALTUEVWV.

O¢Moupe va miiotevoupe OtL 0 «08nydg AoddaAiong Cyber» Ba amoteAéoel éva XpAoLLO
gpyaleio yla 6Aoug toug eviladepoOUEVOUC.
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ENNOIEZ — KINAYNOI

Phishing
Phishing eivat n emikowvwvia péow nAektpovikng alnloypadiag, n omola mpoépxetal
DOLVOUEVIKA OO L0 VOULLILN TINYT KOL TIPOTPETIEL TOUG XPHOTES VO ATOKAAU POUV TIPOCWTILKA
I €TOLPLKA oTolxela A va akoAouBrnoouv KAmoLo cUVEECUO o€ AANO LOTOTOTO, E OMWTEPO
OKOTIO TNV KAOT S£60UEVWV 1 TNV gyKataotaon KakOBoulou Aoylopikol. Artotedei uébodo
KOLWVWVLKNG KNXOQVLKNG (Social engineering).

Pharming
Pharming eival €idog emibeong mou otoOXo £XEL TNV avoKATeLOUVON TOU TIPOYPAUUATOC
niepinynong (browser) oe AdMeg PeUTIKEG LOTOOEAISEC PE QATIWTEPO OKOTMO TNV KAOTN
SeboPEvwV 1 TNV EYKOTACTAON KAKOBOUAOU AOYLOULKOU. e TeplmTwon EMITUXNUEVNG
eniBeong Pharming, akopn kol av o xpnotng TAnktpoAoyei tn ocwotr StevBuvon tou
SladlktuaKkoU Tomou mou B€AeL va eriokedtel, Bswpwvtag nwe Bpioketal os achair xwpeo,
n avakatsvBuvon Ba tov obnyel mavta o PevTikn.

Social engineering

Social engineering (KowwvikA pNXavikA) £lval n TAKTIKA Tow omd PEPIKEG ATO TG TILO
Slaonueg emBéoelg xakep. Eivatl pa uébodog mou Baociletal otnv £peuva Kal TV MELBwW 1OV
elvatl ouvnBwe otn pila Tou spam, phishing, kat spear phishing anatwv, oL onoiec Stadidovral
pEow nAektpovikol Taxudpopeiou. O okomog twv emiBéoswv social engineering eival va
KEPBLOEL TNV EUTLOTOOUVN TOU BUHATOC yLa va KAEPEL Sedopéva Kal XpriHaTa. Ta TEEPLOTATIKA
Social engineering ocuyva mepl\apBdavouv Tn Xpnon KakoBoulou AoylopLKOU, OMwC
ransomware Kat trojans.

OL neputtwoelg Social engineering mou avadépovtal mapakdtw Sivouv pia LEEa yLa To WG
AeltoupyoUV QUTEC oL EMIOECELG KOL TTOOO SamavnpEG UmopouV Vol Yivouv ylo TIG ETALPELEG,
TOUG avBPWIOUG KL TLG KUBEPVATELG.

TnAeomtikn Sikaotng e¢anatibnke yia oxedov 400.000 SoAdpia. Evag kuBepvoeykAnpatiog
ULUAONKe TNV PonB6 tne kat £otethe éva email otov Aoyloth TNG INTWVTAG PLo TTANPWHA TToU
oxetiletal pe emevbuoelg ot akivnta. Xpnowiomoinos pio SlelBuvon NAEKTPOVIKOU
Toxubpopeiov mapopola pe TN VOUWUN. H amdtn avakaAudOnke povo adol o AoyloTng
£otele évo pAVUpA NAEKTpoOVIKOU Tayxudpopesiou otn owotr StevBuvon tou PBonbou
INTWVTag AEMTOUEPELEG YL TN SUVAAAayH.

H Toyota Boshoku Corporation, mpoun8eutric e€apTnUATWY QUTOKLVATWY, £Mece OUMA LOG
eniBeong social engineering to 2019. Ta xpnuata mou xAaOnkav avépxovtol ot 37
EKATOUHUPLO SOAGPLA. XPNOLUOTIOLWVTOC TNV TEOW, OL EMITIOEUEVOL ETIELOAV €V OTEAEXOC
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TOU OLKOVOUIKO TUAUOTOG va oAAAEeL TIG MAnpodopieg Tou Tpamelikol AoyoplLooHoU TOU
MapaAqmIn o€ éva EUPaopa.

Aoyw Tou social engineering kat tng andtng bec (business email compromise), n kopuntela
Cabarrus, otic Hvwpéveg NoAtteleg, unéotn anwAela 1,7 ekatoppupiwv Sohapiwv HMA t0
2018. Xpnoluomolwvtag KakKOBouAa pnvUpata NAEKTPOVIKOU Toxudpopeiou, oL XAKep
TAPLOTAVAV TOUG TPOUNOEUTEG TNG Kountelag kal {NTnoav TMANPWUEG O VEO TPATELKO
Aoyoplaopo. Ito pNVUHOTO NAEKTPOVIKOU TOXUSPOUEIOU, OL QTMATEWVEG TOpouCiacav
npodavwe VOULUN TeKunplwon.

ApkeTol avBpwrol £xacav XIAAdec SOAGPLA O KPUTITOVOULOHO LETA amto TNV eniBeon xakep
otnv LotooeAida Ethereum Classic, To 2017. Xpnolgomnolwwvtag social engineering , oL xakep
puLnBnkav tov dloktitn tou Ethereum Classic, anéktnoav npocfacn oto domain Kat, otn
ouVEXeLa, avakateUBuvav To domain otov 51ko Toug Stakouloth. OL eykAnpatieg €fyayav to
Kpumtovoulopa Ethereum amd ta Bupata apol sloaydyove évav kKwdiko (code injection)
OTOV LOTOTOTIO TIOU TOUG EMETPETE Vo PAEMOUV LOLWTIKA KAELSLA TTOU XPNOLUOTIOLOUVTAL VLo
oUVOAAQYEG.

2T MPoeSPIKEG eKAOYEG TwV Hvwpévwy MoAwtewwyv to 2016 ol emiBéoelg spear phishing
oénynoav otn Slappor UNVULATWY NAEKTpoVIKOU Taxudpopeiou Kal mAnpodoplwy amnod to
Anpokpatikd Koppa. Ouv xakep &nuwolpynoav éva Peltiko HAVURA NAEKTPOVIKOU
Taxubpopeiovu amo to Gmail, KAKAWVTOC TOUG XPROTEG, PEOW EVOG OUVEEDHOU, va aAAdtouv
Toug Kwdkolg mpdoPacng toug Adyw acuvnBlotng SpaotnplotnToc. TN CUVEXELD, Ol
omaTewveg eiyav mMpooBacn o ekOTOVTASeC pUNVUPOTA NAEKTPOVIKOU TaXuSpopeiou mou
Teplelyav evaioBnteg mMAnpodopieg oXeTIKA Ue TNV ekoTpateia KAivtov.

H Ubiquiti Networks, kataokeuaotig Ttexvoloyiag yia Swktowaon, €xaoe oxedov 40
EKATOUHUPLO TO 2015, HeTd amo pLa eniBeon nAektpovikoL "Papépartog”. Motevetal OTLEVOCG
Aoyaplacpog NAEKTpoVIKOU Taxudpopeiov utaAAnAou £xeL mapafBLaoTel oto Xovyk Kovyk. 2tn
OUVEXELD, OL XAKEP XPNOLUOTOLNoAV TNV TEXVLKNA TNG amopipnong yla va {ntricouv S0ALEG
TIANPWHEG, OL OTIOLEC £yLvaV ATIO TO AOYLOTLKO TUAUA.

Metd amno £peuva, to FBI emeanpave otL n kuBepvoeniBeon otn Sony Pictures, To 2014, Atav
gubuvn ™¢ kuPBépvnong tng Bopelag Kopéoc. Xadec apyeia, ocupmeploppavopévwyv
ETUXELPNUATIKWV CUUPWVLWY, OLKOVOULKWY gyypadwv Kal TANPodopLwV TwV gPYAlOUEVWY,
kKAamnkav. H Sony Pictures NTav otoxog amod XAakep yla va avtlypddpouv mAnpodopieg amno
TILOTWTLKEG KOL XPEWOTIKEG KAPTEC TWV TTEAOTWV.

Q¢ amotéAeopa G mapaPiaong dedopévwy tng target, to 2013, oL XAKEP QAMEKTNOAV
npocBacn oe mAnpodopieg MAnpwung 40 ekotoppupiwy meEAatwy. Méow nAektpovikol
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"Papeparoc”, oL eyKANUATIEG EYKATESTNOAV £VO KAKOBOUAO AOYLOUIKO O€ [La cuvepyolOUEVN
gtalpeia tng Target, To omoio Toug emetpePe va €xouv tpodcPBacn oto Siktuo tou delTtepoU
UEYAAUTEPOU KATAOTHUOTOC ALAVLKAG TTWANGCNC TIOAUKATAOTNUATWY oTLG Hvwpévec MoALteieg.
2Tn OUVEXELQ, OL XAKEP EYKATECTNOOV €va AAAO KOKOBOUAO AOYLOULKO 0TO cuoTnua tng Target
KoL prdpeca va KAEPouv MANpodopleS YL TILOTWTLKEG KAPTEG.

O xakep ékAePav ekatoppUpla aplBpoug KOWWVIKNG achaAlong kal XIALadec mAnpodopieg
TUOTWTLKWVY KL XPEWOTLIKWY KapTwv amod to Tunua Ecodwv tng Notwag KapoAivag, to 2012.
Ot undAAnAol émecav Bupata og aUTH TNV anadtn nAektpovikol "Papépatoc”, polpalovrag
OVOLOTA XPNOTWV Kol KWwSLKoU¢ MpooBacnG. MeTd amod auto, Pe Ta SLATILOTEUTAPLO OTA
XEPLQ, OL XAKEP aMEKTNOAV POcBacn oto SIKTUO TNG KPATLKNG UTINPECLAG.

H RSA, pwo etatpeio aohadsiag, ekTipdTal OTL €XEL SamavAoeL MEPIMOU 66 ekATOUUUPLA
SoAapLla Aoyw tng mapaBiaong dedopévwv tng, To 2011. H emiBeon £ekivnoe pe €va gyypado
Tou Excel, to omolo ot@ABnke o pla pikpy opada UMOAAAAWY HECW NAEKTPOVLKOU
tayxudpopeiou. To Bua nAektpovikoU taxudpopeiov eixe titho "Ix£Slo MpooAnPewv". To
OUVNUUEVO TiEPLeiXe Eva KaKOBOUAO apxelo TOU GVoLEE ULa KEPKOTIOPTA YLOL TOUG XAKEP.

Telephone Hacking
To tnAedpwvikd Siktuo piag emiyeipnong dev sival anmAd to aBpolopa Twv ThAedwvwy mou
Sl00tel oUTe Kav éva amhd PndLako KEVTPO TIOU KOTAVEUEL YPOUMES. Elval éva olyxpovo
NAEKTPOVIKO olotnua Tou kotaypadel KANOel;, SlavéUel MOpoug SIKTUoU, TPpoodEpel
Pnolakég unnpeoieg, €xel uPNAO KOOTOG ayopAc Kal slval pa Kpiowun umodopr tng Kabe
gralpiag.

H mopafiacn tou Ba £xeL Aoutov ti¢ (Slec cuvEmeleg mou £XEL Kal N Tapafiacn kKaBe GAANG
NAEKTPOVIKAG UTtodounG, dnAadn Slakomn epyaclwy, Sloppor MPOCWTILKWY deS0UEVWY Kal
EUTILOTEUTIKWY ETALPIKWY TTANPodopLwV, {NHLA oTn GAKN KoL TNV afLlomLoTia TnG Talpiog ouv
plo okopa:

Ot Hackers amoktwvtag Tov €Aeyxo Tou ThAedwvikoU SIKTUOU TNG eTXelpnong Umopouv va
T(POKAAECOUV KOl ALLECT OLKOVOULKA {Nuia pEéow TNAEDWVIKWVY XPEWOEWV VLA TLG OTIOLEG lvall
umevBuvn n Etalpeia w¢ anotéAeopa tng aubaipetng xpHong Twv TNAEDWVIKWY CUCTNUATWY

™mge.

Me &edopévo oOtL elval ToAU miBavé n Etatpia va pnv avtiAndBel tnv napafiacn lowg kat yia
2 pnveg, (LExpL va epdaviotel o emdpevog Aoyaplaopdg!) kat Aappdavovtag umon To KOOTOG
Tou €Xouv ol KAAoELg og aplBuol auEnpévng xpEwong, To KEpSog yla toug hackers pmopsi
va elval peyalo kat avtiotoya Peyain va givat n InuLa ywa tnv Etatpia.
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PCI DSS
To PCI DSS, (Payment Card Industry Data Security Standard), ivat To mpOTUTIO NAEKTPOVIKNG
aopaAelag SeS0UEVWVY TTOU £X0UV ULOBETNOEL OL EKOOTPLEG ETALPLEC TILOTWTLIKWV KapTtwy, (Visa,
Mastercard k.A.Tt.) Kal €XeL WG OKOTO va mpootatePel Ta SeSopéva Twv XPNOTWV Kol va
UELWOEL TNV ATIATN TIOU YIVETOL LLE TN XPION TILOTWTIKWY KOPTWV.

Mpokelpévou pia etatpia va AdBet tnv rotonoinon PCl DSS mpémnet va mAnpol 12 onpavTikég
(texvikég) mpolmoBoelc aopaleiag. Asv elval UTTOXPEWTLIKO yLa [La eTAlpla va XL AABEL TNV
TILOTOTOLNGCN AUTA yla VO KAVEL CUVOAAQYEG JLE TILOTWTLKEG KAPTEG, VoL KATL OMWE TIOU TNG
npoobidel kUpog kol aflomiotio Kol €tol LSlaltepa oL UEYAAEC EUTIOPLKEG ETALPIEC TO
ETULSLWKOULV.

Edooov Ouwg AdBouv tnv miotomoinon auth, ol etalpieg avalapfavouv Tautoxpova Kol
KATTOLEG CUMPATLKEC UTIOXPEWOELG SLopKOUC cuPUopdwong. OL umoxpewaoelg autég dev Ba
urtipxav aAAwg. Asv mpoBAémovtal and kamola vopoBeoia. Eivol To «avtaAAayua» mou
S€xetal n etalpla ya va AdBel tnv motonoinon autr). ETol o€ mepiMtwon mou UmapEeL un
OUUUOpdwon pe omolodnmote Mpotuno Acdaleiag Mpoowrikwv Asgdopévwyv PCl, dpa
ouotlaoTika apaBioon achadeiog plag staiplag, EKTOG TwWV AAWY «KAQAOLKWVY» CUVETIELWY,
otnv etatpia pmopel va emiBAnBel kol xpnUaTIKO POCTIHO amo To popéa Siaxeipiong tou PCI
DSS. To MPOOTLUO QUTO UIMOpPEL Vo omoTEAECEL AVTIKELLEVO aodAALOTIKAG KAAuYNC.

Mpootacia MNpoowrikwv AeSopévwy

H nmpootacia Twv GpUOLKWV MPoownwV EVAVTL TNG enctepyaoiag Twv S£60UEVWY TPOCWTILKOU
xapaktipa eival Bepehiwdeg Sikalwpa. H amoteAeopatikn mpootacia twv SeSopévwy
TIPOOWTILKOU XOPOKTAPO, OIALTEL TNV evioxuon Kal Tov Aemtopepr) KaBoplopd Ttwv
SIKOULWHUATWY TWV UTIOKELPEVWY Twv SeSopévwy KaBwe Kol TwV UTOXPEWOEWV OC0WV
enetepyalovral kat kabopilouv tnv enefepyacio Se50UEVWV TTPOCWTIILKOU XAPOKTAPO AAAG
KOL TwV avtiotolywv efouciwv mapakoAolOnong kot dtacdaAiilong TnG cUPUOPdWOng TPOG
TOUG KOVOVEC TPOCTAOLOC TWV MTPOCWTILKWY SESOUEVWY KOL TWV OVTIOTOLXWVY KUPWOEWV YLO.
TIG TAPAPBLACELG AUTWV.

Baoikry vopoBeoia mou SLEMeL TNV MPooTAcia TWV TMPOCWILKWV SeSouévwy og €BVIKO Kol
eUpwWMNaiko emninedo sival n €€N¢: o Mevikog Kavoviopog yia tnv Mpootaocia Asdopévwy (EE)
2016/679 ( oto €&ng MKMA), o v. 4624/2019, o v. 2472/1997 kabwg kot o v. 3471/2006 ctov
TOMEN TWV NAEKTPOVLKWV ETILKOLVWVLWV.

Eldkotepa, o MKMA amd Tig 25.5.2018 £xel dpeon edpappoyr o OAa Ta KpAtn HEAN, To omoia
umoxpeouvtal va Adfouv ta avaykaia HETpA yla TNV Tpocapuoyr TG eBvVikng vopoBeaoiag
TouG. Me Tov v. 4624/2019, opilovtal pétpa edappoyn tou NKMA Kal EVOWHATWVETAL 0TV
g0vikn vopoBeoia n Obdnyia (EE) 2016/680. O v. 2472/1997 KatapynOnKe, £KTOC Twv
Slatdéewv mou avadépovral pntd oto apbpo 84 tou v. 4624/2019.

O v. 3471/2006 mou evowpatwvel thv 0dnyio 2002/58/EK (0O8nyia e-Privacy), omwg £xel
tpororotnBel pe tnv O6nyia 2009/136/EK, amotelei cupmAnpwon kot e€edikevuon tou
BeouikoU MAaLoiou NG mpootaciag Twv Se50UEVWY IPOCWTILKOU XOPAKTI PO OTOV TOUEQ TWV
NAEKTPOVIKWY ETILKOLWVWVLWV.

YeAida 8 ano 34



JUpdwva pe tov MKNA :

«AeSopEva TPOOWTILKOU Xopokthpa» amotehel kabes mAnpodopia mou adopd
TOUTOTIOLNUEVO N TOUTOTMOLACLHMO HUOIKO TIPOOWTO («UTIOKElUEVO Twv Sedopévwvy). To
TOUTOTOLNOLUO GUOCLKO TPOOWNO elval ekelvo Tou omoiou n tautoTnTA WMopel va
efakplpwbel, apeoca n Eupeca, WBIWC HEow avadopdg O OVAYVWPLOTIKO OTOLXELD
TOUTOTNTAG, OMWC Ovoud, ot aplBuo tautotntag, o Sedopéva B€ong oe EMLYPOULKO
OVAYVWPLOTLKO TOUTOTNTAG | O£ £évav I TEPLOCOTEPOUG OPAYOVIEG TIOU Ttpoatdlalouv othn
OWUOTIKNA, ¢GUOLOAOYLKA, YEVETIKN, WUXOAOYLKI), OLKOVOMLKN, TIOALTLOTIK 1 KOLVWVLIKN
TOUTOTNTA TOU €V AOYW $UGCLKOU TIPOCWTIIOU.

«NPOooWTLKA SES0MEVA EWBIKWV KOTNYOPLWV» £ival Ta SeS0PEVO TIPOOWTILKOU XOpOKTHPA
TIOU QmOKOAUTITOUV TN GUAETIKA 1} €OVOTIKN KOTaywyr, TO TOALTIKA GpovAuaTa, TLG
BpNOKEVUTIKEG 1 PLAOCODLIKEC TTEMOLONOEL N TN CUUMETOXN O GUVSIKAALOTIKH Opydvwon,
KoBw¢ Kat yevetikd Sedopéva, Blopetpikd dedopéva, dedopéva mou adopolv TNV vyeia,
6ebopéva mou adopouv T oefoualikny Iwr PuUOLKOU TPOCWTIOU I TOV YEVETAOLO
T(POCOVATOALOHO.

Ye éva aodaAlotiplo cupBolato yia thv kaludn cyber risks mou ameuBlvetal Kupiwg os
ETUXELPNOELS/ VOULKA TTPOOWTTA, N VOUOOESLO YLaL TNV TTPOCTAOLA TWV TIPOCWTILKWVY SE50UEVWY
Bplokel edpoppoyn otnv ooddllon emayyeAHATIWV / OTOUIKWY EMUXELPACEWV KoL TWV
gpyoalopévwy Toug KaBwg Kol otnv KAALPN MEAATWY, CUVEPYOTWY, TPOUNBEUTWY 1| Tpitwv
ouvhBwg amod «napapioacn SESO0UEVWV TTPOCWTILKOU XOLPOLKTHPOLY.

Q¢ tétola opiletal n mapaPioon tng oaoddalelag mou odnyel oe tuxaia | Mapavoun
kataotpodr, anmwAelo, petaBoln, aveu adelag SwaPifacn, dnuooiomoinon 1 mpocpoon
Sebopévwy mpoowrtikol xapoaktinpa tou Stafipdotnkav, anobnkevtnkav i uoBARBNKav
Kot GAAo TpOTo o enefepyaoia.

H Emormtikn Apxn yla Thv epapuoyr Twv mapanavw sivat n aveéaptntn «Apxn Npootaociog
Aedopévwv Mpoowrikol Xapaktipa» (AMAMX), n onoia 16pVuBNKe pe to v. 2472/1997 Kot
Aewtoupyel Baoel tou v. 4624/2019 (apBpa 9-20). JVpdwva pe tov NKMNA, n AMANX £xel
emupopTIoTEL PE TNV TtapakoAolBnon tg edpappoyng Tou, e OKOMO TNV Mpootacia Twv
BepeAlwd WY SIKALWUATWY Kot EAeUBEPLWV TWV PUOLKWY TPOCWTIWY EVAVTL TNG EMEEEPYATLAG
Tou ta adopouv kat tn SleukdAuvon Tng eAelBepng KukAodopiag dedopévwv MPoowLkoU
Xapaktipo otnv Evwon.

ErutAéov, yua I avaykeg Tou Cyber Guide avadépovtal kat ot €n¢ oplopol tou MKMA : to
dUaLKd 1 VOULKO TTpOoWTo, N dSnuocta apxn, n umnpeoia i aAoc dopéag mou, poéva n anod
Kool pe GAAa, kabBopilouv toug okomoUG Kal Tov TPOMo tne emefepyaociag Sedopévwy
TIPOCWTIILKOU XOpOKTHpa, amoteAel Tov YreuBuvo Enefepyaoiag os évav opyaviouo. Evw, to
dUaLKd ) VOULKO TTPOoWTOo, N dnuooto apxn, N ultnpeoia i GAAog dopéac mou enefepydletal
Sebopéva TPOCWTILKOU XapaKkTipa yla Aoyaplacpd tou umelBuvou tng enefepyaociog, eivat
o «EkteAwv TNV enefepyaoioy.
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YnevBuvog Npootacioag Asdopévwy f Data Protection Officer (DPO)
O «YmevBuvog npootaociog dedopuévwv» (DPO) sival To GUGIKO 1] VOULKO TIPOCWIIO TOU
opiletal amno tov unmelBuvo enegepyaciag fj Tov ekteholvta thv enefepyacia Kal To omoio
OCUMUETEXEL SEOVTWC KL EYKALPWG, o€ OAa Ta {NTHOTA TTOU OXETI{OVTAL e TNV pooTtacia Twv
Se60oUEVWV TPOCWTILKOU XOpOKTHPA.

O YneVBuvog Mpootaciag AsSopévwy (DPO) leukoAUVEL TN CUMUOPDWON EVOG OpyavIoUoU
LE TI VOULKEC TOU UTIOXPEWOELG TIOU ATIOPPEOUV O ThV £KACTOTE LoYUouod £6BVIKA Kol
EUPWMAIKA VOUOBEeoia OXETIKA LE TNV MpooTtooia SeSOUEVWY TIPOCWTTKOU XAPAKTAPO, UE
GA\a Aoyla evnuepwVeL, cUPBOUAEUEL Kal cuvdpapel Tov UTteLBUVO emefepyaciag 1 Tov
gkteAolvta TNV enefepyaocia os OAa ta {NTHUATA TTOU OXETI{OVIAL PE TNV MPOOTACLO TWV
5e60UEVWV TIPOCWTILKOU XOPOKTHPA.

O DPO umnopet va gival umdAAnAog tou opyaviopoU / emixeipnong n e€wteplkdg ouvepydtnc.
Y& KAOe meplmTwon eivat o apuodlog va emBAENEL TO Qv N emxelpnon Aeltoupyel o TARPN
oupdwvia pe tov TKMA, kat Seopeletal amd TNV THPNOCN TOU OMOPPHTOU KOl TNG
EUTLOTEVUTIKOTNTAG O O,TL apopa TNV EKTEAECH TWV KAONKOVTIWV TOU, T Omola MPEMEL va
gival og mAnpn cupdwvia pe tov NKNA.

O DPO cuvepyaletal pe tnv ANAMNX. Ta otolkeia Tou opllopevou DPO avakolvwvovTtol otny
ANAIX.

Ytov TKMNA mpoBAETOVTOL CUYKEKPLUEVEG TIEPLITTWOEL OTIOU 0 UTIELBUVOC I O EKTEAWV TNV
enetepyaocia umoxpeoltal va opiosl DPO.
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AZDAAIZTIKEZ KAAYWEIZ — TEXNIKA ZHMEIQMATA

KaAupn HAektpovikwy & Aladktuakwyv Kivdivwyv (Cyber Risks) — H mpoagyyion tng
oautoteloUg (standalone) acdaAiotikng cupBacng

H ntpoogyylon tn¢ avtoteAoulg (standalone) aocdaiiotikig cOuPaong

H aodaAotiky Plopnyoavia avayvwpilovtag toug TOAUTAOKOUG KwvéUvoug Tou
KuBepvoxwpou (Cyber Risks) kat tnv mpokAnon mou cuviotd n acdAALoH TOUG TPOXWPNOE 0TN
Snuloupyia evog véou Tumou achaALong mou KaAUTTeL peydAo aplBuo twv Cyber Risks, Twv
HAektpovikwy & Aladiktuakwv SnAadr Kivduvwy mou avilpetwnilouy oL ETLXELPAOELS KOl Ol
gnayyeApatieg onuepa.

Ta Baolkd onueia piag avtoteholg (standalone) aopaAlotikrnc cOUBacNng yio TNV KGALYN
TWV KWSLVWV Tou KuPBepvoxwpou mapatiBevial KAatwtépw. Emonpaivetol wotdco OTL N
0odpAALon TwV KWWSUVWV TOU KUPBEPVOXWPOU €ival pia SUVOULKA £EEALOCOUEVN OPAALOTIKN
K@AuPn, n omola avamtuoosTal SLOPKWE KATA TPOTMOV WOTE va POohEPEL TNV EUPUTEPN
Suvatn kaAuyn otoug acdaAlopEvoud.

A. ‘Exktaon KaAuvyng

Me tnv acddiion Cyber Risks, HAsktpovikwyv kat AtadSiktuakwv Kivduvwy, o Aodallotig
avaAapBavel Tnv uTtoxpEwaon vo. amolnulwoel Tov AcdaAlopévo yia Stddope OLKOVOULKEG
Afwwoelg mou Oa eyeipouv Tpitol, (evOelkTIKA TEAATEG, OUVEPYATEC, TIPOUNOEUTEG,
PUBLILOTIKEC 0pX£EC), oLomoloL Ba LoxuplotoLv kot Oa amodeifouv OtL pe mpdelc n mopaAnPelg
tou Acdaiopévou n amd KokOPouln evépyela tpitwv (hackers) mou oxetiletal e
HAektpovikoUg Kal Aladiktuakoug Kivduvoucg mpokAnBnke oe autoU¢ OLKOVOULKY TnULd A
nBwn BAGRN, yia tnv omoia Sikatovvtat Kat SLEKSLIKOUV €K TOU VOLOU XpNUATLKA armolnuiwaon.
O Aodahilotng Ba amolnulwoeL eniong Kal tnv Apeon olkovoulkn Inuia mou Ba unootel o
Aodaiiopévog. Ta mapandvw LoxUouy mMAvTa PEXPL TWV opiwv euBUVNG Kal Tou eUPOUC TWV
koAU ewv Tou cupdwvouvtal pe tnv Aodailotiki ZUpUPaon.

Ma tnv gvepyonoinon tng AcHaALOTIKAG auTnG ZUMBAONG Kal TNV KATOBOAR TNG OXETIKAG
anolnuiwong, ouvpdwveltar ouvnBwg n  owpeutikl ouvlpoun TwvV  AKOAouBwv
npoUnoBéoswv:

i.  To {nuwoyovo yeyovog va adopd Spactnplotnta tou ARTTn TG AoPAAong evtog Twy
lrewypadikwv Opiwv mou cupdwvolvtal otny Acpallotikn TUpBacn Kal va eyelpeTol
oflwon kot aAL evtog twv MNewypadkwy Oplwv ou cupdwvolvtat otnv AchaAloTikn

20uBaon,

ii. Tolnuoydvo yeyovog va odeiletol oe cUPPAVY TTOU AapBAVEL WA KOTA T SLAPKELD TNG
Aodaiiotikig Meplddou N petd tnv Huepounvia Avadpopikng loxuog tng KaAung mou
evbexouévwe £xel oupdwvnBel kat péxpl ™ ARén tng Aodaliotikng Meplddou tnC
AodaALoTIKAC ZUUBaONG,
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Ou afuwoelg va eyepbouv yla mpwtn dopd evidg tng AodaAlotiking Meplddou NG
Acdalilotikng JUpPBacng, kaBwg koL va £xouv avayyeABel eyypadwg amd Tov
Aodoaiopévo otov Acdallotr) evtog tnG Acopallotikng Meplddou 1 KAl HEXPL TNV
nuepopnvia Anéng tng Extetapévng Meplodou Avayyeliag / AnAwong Amoattrioswv
(epooov €xel oupdpwvnBel TETola Kal oUPdwWvA PE TOUC ELOLKOTEPOUC OPOUC Kal
npolmnoBéaoelg mou avadépovtal otnv AcdaAlotiki ZUUBacn kat adopouv Tn cupdwvia
autn).

Ateukplviletal otL Afmtng tng AodpaAiong otnv ev Aoyw AodaAlotikr ZUpBaocn sival n
etalpia (vouko mpoowro), evw AcdaAlopévol elvat eKTOG amo tov ARmTn Kot ta GUoLKA
TPOOWIA TIOU €pYATOVTAL YLO OLUTOV.

E€wteplkol ouvepydteg kal avedptntol epyoAdfol mou gpyalovrol yla Aoyaplacpud Tou
AAmTn tng AodAAlong, MAvVTA yla OXETIKEG Pe Tov AN T AodAaAlong epyacieg,
UropoULV eniong vo KoAudpBoUV yia OAeG 1) HEPOC TwWV TPOCohEPOUEVWY KOAUEWV.

Avdaloya pe th pUon Twv EpyacLwy TnG KAaBe etalpiag, o faotkog KAAUTTTOUEVOCS Kivouvog
propel va eival ot Artattioetg Tpitwv ) ot 16leg InuLEg elte kat Ta Svo.

Elvat Slaitepa olvnBeg otn kaAudn oaut ot AchaALOTEG va TAPEXOUV Kol OElpd
UTINPECLWV ApeoNC SLoxelplong Twv TMEPLOTATIKWY HE OKOTIO TNV umootnplen Ttou
aopaAlopévou, OAAG Kal TOV TIEPLOPLOUO TNG ZNULAC. H Xpron Twv UNMNPECLWV AUTWVY
elval mpoaltpetikn mpog toug Aohailopévou, alld ouvhBwg Sivovtal Kivntpa yla xprion
TOUG OTWG XaNAOTEPEC amaAlayEG. Ek Tng dUoewe OuwG TN KAAuyng ival anapaitnto
o aodalilopévog va €xel mpoPAEel dtadikaoia Staxelplong kploswv mou Ba oxetiletal
pe HAektpovikouc kal Aladiktuakoug Kivduvoug.

Ateukpviletal TEAOC OTL N aohaALOTIKNA autr KGAu PN Sev pnmopel va xpnolpomnotnBst and
tov AodpoAlopévo ylo tnv evioxuon kot BeAtiwon Twv NAEKTPOVIKWY CUCTNUATWY
oodaleiag Tou.

Ewdwotepeg E€alpéoelg and tnv KaAupn EuBlOvng HAektpovikwv & AL0SIKTUAKWVY
Kwéuvwv

Mépav twv efalpéoswv mou avadépovtal oto Anppa «E€aipéoelc Aodalicswv AoTIKAG

EuBuvnc mou cuvarmtovtol yla AOyoug emayyeALatikolg» Tou Eppnveutikol Ae€ikou kot Sev

avtikewTal otnv mapoloa achaALloTkh KAAUPN, cuvNBELS E€aLPEDELS TTOU UTTOPEL ETILTAEOV

va mipoPAedBOolv otnv aodpalion EuBUVNG HAsktpovikwy & Atadiktuakwy KivdUuvwy umopel

va €lval Kol oL aKOAOUBEG :

E€aipeon kaAung {nuiog mou odeidetar oe Mohuvon /Pumaven /YmoBdaduion tou
MeptBarlovroc /NeptBarovtikr) EuBUVN.

E€aipeon kaAudng Inuiog mou odeiletal o ZwPATIKEG BAABEG Kal YALKEG ZNnILEG.
E€aipeon kaAudng Inuiag mou odeiletal os napaPiacn Mveupatikng Idloktnolag.

E€aipeon kaAuvdng Inuiag mou odeiletal os moapdAewn AMOKATACTACNS YVWOTWY
aSUVAULWV TWV CUCTNUATWY Tn¢ ETatpiag.
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E.

Baowkég KaAuelg EuBUvNG HAekTpovikwy Kot Atadiktuakwv Kivéuvwv

Kalupn apoBwv Sadopwv JupPolAwv yla voulkad B€pata, Bépata IT, BEpata
ETLKOLVWVLOC.

Kalupn €€006wv yla avaktnon, omoKATaotacn, emovadnuoupyia NAEKTPOVIKWVY
opxelwv.

KadAuvn e€66wv yia emavadopd / omokat@dotoon NAEKTPOVIKWY CUOTNUATWVY.

KaAlun anaitioswv Tpitwy, KABWE Kal VOULIKWY Samavwy yLo apapiacn mpocwrtikwy
Sedopévwy / amwAELX EUTILOTEUTIKWY TTANPOdOPLWV.

KaAudn €£06wv epeuvwv puBULOTIKWY ApXWV.

Baowkég Enektacelg KaAuyng
KaAudn yla amattroslg OXETIKEG Pe eKBLOOUO AOYW KAELSWUOTOG 1) KAOTIHG SeS0UEVWV.

KaAun yla amnattroslg cuvenela SLaKOTIAG epyaciwy Aoyw mapoapiaong tng achoieiog
CUOTNUATWV.

KaAuvdn e£08wv amd KakoBouAn xprion tou thAsdwvikol SikTUou TG etatplag amd
Tpitoug.

KaAun anattioewyv mou oxetilovral pe tn xprion cloud kat tnv napaBioocn aodpalelag
Tou.

KaAudn amnattrioswv mou oxetilovrol pe KAOTH XPNUATWY Tou aoPaAOUEVOU HECW
NAEKTPOVIKAC QMATNG.

EvSEIKTIKA TtopaSelyLatat KAAUTTTOUEVWV {NLWV

Mo tnv TANPEOTEPN KATAVONON TWV OVWIEPW, TopatiBevial oplopéva  eVOEIKTIKA

napadsiypato {nULwv TOU Umopouv va KoAUmTovtal amd tv v Aoyw aoddAion umd tnv

autovontn mpolmébeon NG THPNONG TwV AOMWV Opwv Kal TpolnoBécewv ToU

npoBAénovtal amd tnv ekdotote ouvadBeica petatd aocdaAloty kol achoAloPEVOU

oodalilotikn cOpBaon:

Anaitnon anolnuiwong Letd ano dlappon LaTplkwy mAnpodopLwy acbevouc.

Anaitnon amolnuiwong ouvepyalopevng cstalpiog e€attiag Slappong EUMOPLKWY
MUOTIKWV TNC TToU €ixe AOyw ouvepyaoiag otn Katoxh Tou o AchHaAlopEVoC.

‘E€oba ylo emavadopd cuotnuatwy, Ta onoia eiyav napaflactel and hacker kot gixe

Slakomel n Asttoupyia Touc.

‘E€oba VoKWV yLa evnpépwon tng Apxn Mpootaociag Npoowrikwv AeSopévwy LETA oo

napapioon npoownikwv SeSopévwy.

‘E€oba evNUEPWONG TWV UTIOKEIPEVWV TWV TIPOCWTIKWY SeSopévwy PETA TN Slappon

TOUG.
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vi. AnwAslo KEpSWV HETA amo SLaKoT EpyacLwV Tou AchaAlopévou.

vii. KaAuyn nuiog Aoyw petadopd xpnudtwy tng etatpiog and hacker pe nAekTpovika
pEoa og pn Skalovyo.

viii. Amaitnon AUtpwv, ylwo amokpunrtoypddnon apxeiwv tou AcdoAlouévou mou eixav
KAeWbwOel amd hacker.

Kaluyn Awakomrc Epyaciwyv / AnwAeslag Kepdwv cuveneia KuBepvokvdivwy
A. ‘Ektaon KaAuyng

Me tnv kKGAuPn TG SLakomAc epyacwy / anmwAslog Kepdwv cuVETEia KUBEPVOKLVEUVWY
KOAUTITOVTAL TO AELTOUPYLKO KEPSOG TTOU N aodait{opevn emtyeipnon dev katéotn Suvatov va
mapaéel kKaBwg Kot oL otabepc Samaveg Asttoupylog mou v Kateotn Suvatov vo KaAUEL
w¢ omotéAeopa SLakomng /Kol MAPEUTOSLoNG TwV £pyactwy tne (AOYw CUYKEKPLUEVWVY
olttiwv mou oxetilovtal pe KwdUvVoug Tou KuBepvoxwpou ocludwva HE TNV £KTAON
TIOPEXOUEVNG KAAUPNG) LEXPL TN XPOVLKH OTLYUH TIOU N anwAELa KEpdwv MaUEL va udiotatat
N UEXPL TO TEAOG TNG mepldSou amolnuiwong, ormolodAOTE lval XPOVIKA Vwpitepa.

ErumAéov kaAUmtovtal ta auénuéva é€oda mou amodedelypéva TPOYUATOTIOLOUVTAL KATA Th
Sapkela aopAAlong - HUETA TO MPWTO cUUPAV amwAstag Ssdopevwy / AoyLlopkol - yia tnv
npoAnyn/anoduyn r Tov MEPLOPLOUO TN SLAKOTIAC EPYACLWV TNE EMIXElPNONC KOl Ta oroia
Sev mpogkuav we pEPog tng cuvnBoug Aettoupylog Tng acdallopévng emixeipnong.

Al. Aswtoupyiko Képdog

Neltoupylkd képSoC eival to kabBopo KEPSOC TMOU amoppel amd tn Asttoupyla TG
emyelpnong kaL To omolo TPOKUTITEL amoé Tov KUKAO Epyoclwv TNG TOU
T(POYLLOTOTIOLONKE OTLG EYKATAOTACELS TNG EMLXELPNHATIKNAG A£LTOUPYLAG TNG, ATO TO
orolo adatpouvtal ta €€0da TNG EMLXEIPNONG CUUTEPIAAUBAVOUEVWY TWV OMOCPRECEWV.

Ita kaBapd kEpSN NG emxeipnong ev cupmeplhapBdavovral ol elompdtelg amd Slabeon
otolxelwv tou kedaAaiou, oUte AauPadvetat unmdPn omoladnToTE MANPWHN TIOU
emPapuvel To Kepaato.

Me GAAa AOyLa 0TOV UTTOAOYLOMO TwV KaBapwv kepdwv dev AapBdavovtal unoPn écoda
n/kat €€oda mou Oev oxeTlovtal PE TIOPAYWYLIKEG KOL EUTTOPLKEG AELTOUPYIEC TNG
£TIXElpNONGC, TO OMola TTAPAyOoVTaL | TTPOKUTITOUV EKTOC TOU MANLOLOU TOU MPAYLATLKOU
OKOTIOU TNG (T.X. emevduoelg kedahaiwv i CUVAANOYEC ML akLVTWV).

A2. ItaBepég Sandveg Asttoupyiog

JtaBepég Samaveg Asttoupylag elval oL TTAyLEG AELITOUPYLKEG SATIAVEG TNG EMLXELPNONG, OL
omoiecg e€akohouBolv va tn BapUvouv mapd T SLAKOT N TIAPEUTOSLON TWV EPYACLWV
ne.
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A3.

Ou naylec Asttoupyikéc Samaveg kat ta €éoda amolnULwVovTaL OTOV OOQUALOUEVO
EQPOOOV UTIAPYEL VOUIKN) UTTOXPEWON Yl TNV OUVEXL{OUEVN KaTtaBoAn TOoUu¢ atd ToV
aopaAlouévo n av autry OLKALOAOYE(TOL OLKOVOULKA Kol €dv Ta Kootn autd Oa
Snutoupyouvtay akoun ki av Sev giye AdBet ywpa n Stakorny ri/kat mopeUnodion twv
EPYAOLWV TNC.

Auénpéva £§oda

Auvénuéva £€obda eival ta €£oda mou amodedelyyéva TPAYUATONMOLOUVTIAL KATA TN
Slapkela aodpaiilong - LETA To MPWTo cuppav anwlelag dedopévwy / Aoylopkou - yla
™V arnoduyn f ToV MEPLOPLOKO TNG SLOKOTING EPYOCLWY TNG ETILXELPNONG KaL Ta oTtola SV
MPoEKUYPaV WG LEPOG TNG ouvnBoug Aettoupyiag TNG achaALloUEVNG ETLXELPNONG.

Ta avénuéva €€oda oxetilovtal katd Baon Ue:
e uTepwpieg epyalopévwy
® TIPOCWPLVI ATIOLOXOANCN EMOXLKWV UTTAAAAAWY

e TIpOoWPLVN evolkiacon n/kat xprion E€omAlopou Enefepyacioc AeSopévwy TTOU aVhKEL
o€ tpitoug

e TIPOCWPLVI XPrON UTNPECLWY TPiTWY

KOL  TIPOKUTITOUV  QVOYKOOTIKA Kol €UAoyad WG  OTOTEASCUO  OUMWAELOC
Sedopévwv/Aoylouikol mou adopd tnv achalilopévn emtxeipnon yia tn Stachaiion tng
OUVEXLONG TWV EPYACLWV TNG.

Ot bamaveg yia thv avaktnon dedougvwv/Aoyiauikou dev Aoyilovrat we avénuéva ééoda
ko Sev apopouv TNV KAAuwn anwAelag kepdwv.

Nepiodog Antolnpuiwong

Mepilodog amolnuiwong eivat n meplodog yLa tnv onola mapExetal acdaAlotiki KAAuYn
yla anwAela kepdwv, Onwc outr opiletal otnv acdaAlotiky cvpBacn. H mepiodog
anolnuiwong EekLVA e TNV EMEAEUON TOU TTPWTOU CUUPBAVTOC SLAKOTING 1) IOPEUTIOSLONG
NG TEXVIKAC Xpriong dedopévwv/Aoylopikol, oAAd OxL apyotepa amod tnv £vapén tng
OMWAELOC KEPSWV.

Adaipetéa Xpovikr) ArtaAlayn

Adaipetéa xpovikn amadhayn eival n mepiodog avapovng mou £xel cupdpwvnbel oto
oodaliotiplo yla kaBs aocdoaAopévo yeyovog kat n omoia Baplvel tov iblo tov
aodaliopévo. H meplodog avapovig EEKVA Pe TNV EMEAEUCHN TOU MPWTOU CUKBAVTOC
Slakomng i mapeunddilong TnG TEXVLKAG Xpriong dedopévwv/Aoyloptkol Kat Slapkel yla
to Sldotnpa rov opiletal oto achaAiotiplo. H kaBs aodpaliotikr cUpBacn e€slSikevel
Kol KaBopilel to mepPleEXOUEVO, TOUG OpoUC Kal TIG TPpoUTOBEcELC LE TIG OToleg
cupdwveital petal acdaAlotn kot aoPaAloPEVOU N adaLPETEA XPOVIKT amaAAayr).
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OwkovouLKEG Znuieg ouveneia Kwvduvwy KuBepvoxwpou (yevikn avadopad)

To KUPBEPVOEYKANUO UTTOPEL v SNLOUPYNOEL OLKOVOULK {NULA O LO ETILXELPNON OE TPELG
(3) dradopeTikol BaoikolG MUAWVEG :

e O mpwrto¢ ruAwvag odopd otic ArautHoel neAatwv / mpounBsutwv A TPitwv yla
OLKOVOULKEG {NKLEG IOV Ba uTtooTOUV Ao TNV SLOPPOr| OTOLXEIWY TOUG OavV ATOTEAECUA
KU BepvoeykAnuatog mou Ba cupPet otnv aopaiiopévn enixeipnon. Mpokettal SnAadn yla
OMALTAOELG AOTLKNG €VB0VNG, OTNV MEPIMTWON TIOU N ETUXELPNON OUEANCE va TIAPEL TA
OWOTA KETPA YL va amotpéPel auth Tn Stappon.

e 0O deutepog MUAwvaG adopd ot AHECEG OLKOVOULKEG Znieg TTou pmopel va mpokUouy
yla tnv 6o tnv aohaAlopévn emxeipnon, yvwotég dtebvwg wg direct financial losses R
first party losses.

e O Ttpitog¢ mMuAwvag adopd TG emakOAouBeg OWKOVOMKEG Znpieg yla tnv Sl v
aoPaALOUEVN ETIXELPNON TTOU UIMOPEL va TipoKUPoUV amod €va KUBEPVOEYKANUA KAl TV
Slaxelplon tou OxL Katd Tov BEATIOTO TPOTO OMWEG OTMALTHOELS KATA TwV AleuBuvtwy Kat
ITEAEXWV KOlL OL OTIOLEG UTTOPOUV EVEEXOUEVWC VA EVEPYOTIOLHOOUV Kol GAAEC KOAUELS OV
voliotavral (D&O Liability) kaBwg kat and tnv anwAeswa drRung.

JTIC AMECEG OLKOVOULKEG {NUieg ocuvemeia KIVOUVWVY KUBEPVOXWPOU EUTIIMTOUV EVOELKTIKA OL
€§ng :

1. AnwAsLa XpNHATWV ) TEPLOUOLAKWY OTOLXELWV amod tn pn e€oualodotnuévn mpocfaacn
oTouC TPamellkoug AoyapLacpouc TG eMixeipnong.

2. AnwAela Kepdwv o€ MepiMTWon cUUPBAVTOG SLOKOTING EQYACLWV.

3. Znpia dRung (Reputation Damage) kat 6n To KOOTOG TWV SNpociwv oxEoswv, dladpnuLong
Kol GAAa cuvadn €€o0da yla TNV AVILLETWTILON TNG KPlong Ko EPLOPLOO TNG {NILAG OTN
N tng emxeipnong.

4. New Hardware, sddoov ta Sedopéva 1} To UALKO elvol KATECTPAUUEVA, KOL ElvaL avayKaio
Vo TIPOXWPNOEL N EMLXELPNON OTNV ayopd VEOU UALKOU.

5. Mpootipa kot Kupwoelg (Fines & Penanties), nAadr ta mpooTiua KAl KUPWOELG TIOU
evbéxetal va emiBAnBolv otnv emiyeipnon omd emMOMTIKEG / PUOULOTIKEC apXEC KoL
oxetilovtal pe €€ apeleiog pun £ykalpn yvwotomnoinon i € apeleiag AavBaopévn npatn/
napdlewpn otn Sloxeiplon Tou MEPLOTATIKOU KUPBEPVOEYKANLATOG KAl yLa Ta omoia dev
omayopeVETAL K TOU VOUOU N 0lodOALoTIKI) KAAUN auTwv.

OL mopamavw eVOEKTIKA avadePOLEVEC AUECEG OLKOVOULKEG {NULEG UMOpEL var KaAUTITOVTOL
N Oxy, avaloya HE TNV €KTOON TNG TMAPEXOUEVNG TPOC TOV OOPAACUEVO ACHOALOTLKAG

kaAudnc.

H kdBe aodpaiiotikn clppaon e€etdikelel kal MPoodlopllel CUYKEKPLUEVA TO TEPLEXOUEVO,
TOUG OpOoUC Kal TG TPOUTOBOECEL He TIG omoleg mapeéxetal aodallotiky KaAuyn otov
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00PaALOUEVO TOOO YLA TLG ATOLTHOELS AOTLKAG eUBUVNG TpiTtwy og BAPOC TOu, GO0 KAl yLa TLG
QUETEC OLKOVOULKEC {NLEC TOU ouVENEid TWV KLVEUVWVY TOoUu KUBEpVOXWPOU.

Silent Cyber - Zwwnnpocg Kivéuvoc KuBepvoxwpou

Ti eival to Silent Cyber

O Juwmnpog Kivéuvog KuBepvoxwpou avadEpetal otnv £KBeon o€ KLvEGUVOUG TOU TIEPLEXOVTAL
£VIOG Twv Tapadootakwyv acdaAlotnplwv cuppolaiwy meplouciag kal euBuvng, ta omola
mBavov va unv KaAUTItouv oUTe va e€alpouv pntd tov kKivbuvo kuBepvoxwpou. AvadEpetal
Kamoleg GopeES Katl WG «un eruPefalwpévos» (non-affirmative) kivbuvog kuBepvoxwpou.

Ye avtiBeon pe ta standalone acdaliotrpla cupforala KuBepvoxwpou, Tto omolia opilouv
Eekabopa TIG MAPAPETPOUC TNC KAAUYPNG Ao KLvSUVOUG KUBepVoXwPoU, TOAAG TapadooLoKA
oupBoAata meplouaiag kol eubuvng Sev avadEPovTal CUYKEKPLUEVA OTOV KivBUVo auTo Kal
Bewpntikd Ba pmopoloe Kaveic vo cupmepavel OtL amolnuiwvouv InUEG amod kivouvo
KUBEPVOXWPOU OE OPLOKEVEC TIEPLIITWOELG TIOU TIPOKUTITEL {NWLA n omola Ba pnopolos va
KoAUTITETAL Ao To acdaAlotplo cupPoAalo, Ta aitia tng omolag OUWC AvAyovIal oToV
KUBEpVOXwWPO, YEYoVOG To omolo Sev ixe aflohoynBel katd thv avainyn tou Kwvdlvou amo
oV aohaALoTr Kal w¢ ek ToUToU N KAAUWT Tou Sev amotelolos mpdBeon Tou aodaAloTh.

AUTO pmopel va mpoKUYeL €AV :
- OuKuBepvoemiBéoelg we attia Inuiag Sev mephapBavovtal pnta ouTe e€apolvral.

- To AekTIkO TG e€aipeong oto aodaAilotriplo cupBoAato Sev eival cadeEc.

- To Aektikd ™G KAAUYPNG dev elval cadég 1 €pxetal oe aviiBeon Pe AANO AEKTIKO TOU
aodaliotnpiou cupPolaiou.

KaAUTtel UAIKEG {nuieg kot SloKomr epyaotlwv
amnod duaotkr {NULA O€ TIEPLOUGCLOKA QVTIKELEVAL.

MBavr awtia _amaitnong : KoakoBoulo Aoylopikd ennpedlel ta Sedopéva o€

TIPOYPOUUATI{OUEVO UNXAVNLLA, LE ATIOTEAECUO TNV EKSAAWON TIUPKAYLAG OE pla povada
TOPAYWYNAG.

Ta «dedopéva» amote AoV EPLOUCLAKO OTOLXELOD ;

Mta entiBeon pe KakOBoUAO AOYLOULKO EUTTIUTTEL OTNV «KOKOPBOUAN EVEPYELLY ;

KaAUmtel owpatikeg PAABeg kal
UALKEC {nUieg Tpitwy KoL epyalopEvwy

MOavr attia amnaitnong : KuPepvoemnibeon mpokadel umepBépuaveon oto cuothua

BEpuavong evog KATAOTHLOTOG, TO OTIOL0 EKPYVUTOL TIPOKAAWVTAG CWHATIKEG BAABEC KL
UALKEC {NnuLeg.
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KaAuntel aflwoelg mou
T(POKUTITOUV amo avakplpn mapouciacn Sedopévwv 1 mapafldoel Tou KaBAKoVTOG
gumotoolvN .

MBavn attia anaitnong : Elonypévn Etatpia déxetal kuPepvoeniBeon ota dedopéva tng,

LUE OTMWTEPO OMOTEAECUA TNV MTWON TNG HETOXAG TNG KOL OXETIKA Oywyr amd Toug
peToXO0UC.

Marti tpoBAnuartifovral ot AopaAiopévol yia 1o Zuwnnpo Kivbuvo KuBepvoxwpou

H éA\ewpn cadrvelog os kamola Tumonotnpéva aodallotripla cupBolata meplovoiag Kalt
g€uBuvNn¢ pmopel emiong va 08NyNoeL 0g cUYXUON KOL TIPAVONOELG OXETIKA UE TNV KAAUUN
Twv KwdUvwv KuPepvoywpou. Oplopévol Acodallopévol pmopel va Bewpolv OTL €xouv
gnapkn KaAudn yla KivdUvoug KUBEPVOXWPOU, EVW OTNV TTPAYHATIKOTNTA auTO Sev LoYXVEL
ErumAgov, €va AekTiko «pn emiPefatwpévou» KvEUVOU KUBEPVOXWPOU O £va TTapadooLako
OUUBOAaLo, pmopel va yivel avtikeipevo SladopeTikwy ePUNVELWY amtd TIC ACPOALOTIKES
Etaupieg, mpdypa to omnoio Ba odnynosL o Slapdyeg.

Mari tpoBAnpatifovrot ot AopaAiotikég Etalpieg yia to Ziwnnpo Kivéuvo KuBepvoxwpou

OL Aodaliotikég Etatpieg kot ol EBVIKEG PUBLLOTIKEG APXEG OlVNOUXOUV Lo TO OTL O ZLWTNPOG
Kivduvog KuPBepvoxwpou pmopel va avtumpoowmnelel £va coBopo KAl LN OVOUEVOUEVO
Kivbuvo ota yoptodpuAdkia twv AcodpaAiotwy. Mia Acdalilotikr) Etalpia mou xpnotomnolel
£€va AEKTIKO «un emPBeBalwpévour» Kwvduvou KuBepvoxwpou dev Bo pmopolos va €ixe
umoloyioel tov miBavod kivduvo KUBepVOXWPOU IOV akouaota KOAUTITETAL, KoL EMOUEVWG Sev
UTOpEL va €XEL LETPROEL TNV AUENUEVN EkBeon Tou ACHAALOUEVOU 1) VO EXEL TIPOCAPUOCEL TO
aoddallotpo avdaloya, 1 va £xel umoAoyioel tnv mBav ouykévtpwaon Kwduvou oTo
XAPTOPUAGKLO TNG.

To npdPAnua tng cucowpeuon (accumulation) Zwwnnpovu Kwvéuvou KuBepvoxwpou

JUpPWVA PE TA WG AVW, TO HEYOAUTEPO TPOPANUA TTOU TTAPOUCLALEL Yo TNV AodAALOTIKNA
oyopd o Zwrnnpog Kivduvog KuBepvoxwpou eivat o kivbuvog cucowpeuong (accumulation).
H ocucowpeuon kwdluvou amod pévo To cyber wg avtoteAwg achaildpevo kivduvo eival Aén
B€pa, aAAd auTo eival HKpO TPOBANUA UITPOCTA OTN CUYKEVIPWON Tou Kvduvou cyber amo
Sadopouc kAadoug aodpalionc.

Y& évav KOO0 TIOU OAO Ka TTeEPLOCOTEPO atnpiletal otnv PndLakn texvoloyia, eival SUokoAo
va okedToUpE Evav KAASo aodaliong rou Sev emnpedleTal e KATIOLO TPOTO ard Tov Kivbuvo
cyber. Ouwg To AeKTIKO TWV TIEpLOcOTEPWVY aodaliotnpiwv ypadtnkav otnv mpo — Pndlakn
ETOXN KAl Of QPKETEC TEPLUMTTWOELG Sev €xel ylvel akoun enefepyoocia toug, wote va
QVTLUETWTTI{OUV pNTA TNV avaduopevn €kBeon MOU TPOKUTITEL amo Th Xpron tng Yndlakng
texvoloyiac. Auto odnyel og pla tepaotia YKpila meploxn omou n kaAuyn tou Kvduvou cyber
Tbavov va TapEXeTal anod cupBoAala, Ta omola apxlkd dev oxeSLAOTNKAV ylad AUTA TV
KAaAudn.

AtileL va Toviotel, 0tL o kivbuvog cyber gv yvwpilel yewypadikd 6pLa, TTPAYHO TTOU TOV KAVEL
SuvnTikd tov 1o emikivéuvo amno anodn cucsowpeuont. MNa Toug KATaoTPopLkoUE KIvEUvoug
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dUOIKWY GALVOUEVWY, OTIWG YLO TTAPASELYUA Ol TUPWVEG, N CUYKEVTPWON KvdUvou eival
TIEPLOPLOUEVN QT  YeWYpOoLKEG TapapeTpouc. O kivbuvog cyber oOpwg b8ev  €xel
VewypadLKkoU mepLopLOHoUG — oAOKANpN n yn eival pia {wvn CAT wg npog To cyber. Auto
emSEWVWVEL TOUG KIvEUVOUC amo tov ZLwnnpo Kivbuvo KuPBepvoxwpou kal to kablotd peilov
Béua mou amooxoAel aodahlotég, avtooPaALOTEG, PUBULOTIKEG OpPXEC Kol OlKoug
afLloAoynong.

T npénel va Kavouv ot AcdaAloTiké Etaipieg

OL Aodaliotikég Etalpieg €xouv apylosl va aoxoholvtal pe to Béua tou silent cyber. 3¢
OPLOMEVEG XWPEG QUTO £XELTNTNOEL oo Tig EBvikéG PuBpLoTikEG ApxEG. Kamoleg AP AALOTLKES
Etalpieg £xouv kdvel £ekdaBapn tnv mpodBeon Toug pe To va opioouv Tov Kivbuvo Ttou
KUBEPVOXWPOU Kal KATOTILV va Tov e€aLpEcouV amo Ta hon cyber acdaliotrpla cupBoiata.
AMec Aodallotikeée Etalpieg apyilouv va XpnoLUOTOLOUV VEO AEKTIKO Kol VEEC odnyieg
avaAndng. Ma mapdadelypa oto Hvwpévo Bacilelo nNdn n PuBuwotiky Apxry (Prudential
Regulation Authority) eixe {ntosL and to 2019 éva ox€dlo Spaong armd toug AcPaAloTEC, EVW
ot Lloyd’s €xouv {ntrost and toug AcdalloTEg eite va €apolv pntd gite va KOAUTITOUV pNTa
Tov kivbuvo cyber ota napadooiakd aodpaliotrpla, anod Tov lavoudplo tou 2020.

H olUvtoun mpoBeopia odrynoe toug meplocdTEPOUC OTO va TEpAAPouv e€alpéoel ota
napadoolakd cupBoAata. OUwG 0 APKETEG TTEPUTTWOELG TO AEKTLKO gival acadEg, EpXETAL O
ovtiBeon pe aM\a onueia Tou cupBoAaiou KAl og KATIOLEG TEPUTTWOEL TOGO EUPUY, WOTE
KataAnyeLva e€atpel altieg {NULAG Tou KaAUmTovTay pLy Ty e€aipeon, LOVO Kol LOVO EMELSN
otnv aAuoida tng attiag nuiag epmAéketal n texvoloyia. To vEéo AekTIKO Oev MpEMeL va
MapaPAETeEL TO yeyovog OTL N TeXvoAoyla €ival EVOWHATWHEVN OTIC ETUXELPNHUOTLIKES
SLadkaoleg kat Aettoupyleg OAWV TwV TOREWV 6paoTNPLOTNTAC.

Katd tnv mpoogyylon Ttou KwwdUvou KuPepvoxwpou Tpémel va AndBesl pépluva va
TLEPLOPLOTOUV TA KEVA KOl OL ETKAAUELG Kal va peylotomnolnBel to evpog tng KAALPNG. e
nepintwon kaAuPng, mpenel va voBetnOel Betikr dpaceoioyia, n omola va MapEXEL TTARPN
kahupn ota mapadootakd cupPorata, SnAadn yla mopdadelypa, va Stoodaliletal otL
KoAUTTeTal UAKA {nud ave€dptnta amd tnv gUmAOKN Texvoloyiag otnv attia tng {nULAg.
Eniong mpénetl va opilovtal oL KAKOBOUAEC Kal N KOKOPBOUAEG TIPAEELS KaL va TteplypadeTaL
n duowkn kat pun duotkn Nud. H pn puoikn InpLd pmopel va e€atpeital edv KaAUmTeTol and
oaodaliotriplo cupBoAaLo KuBepvoxwpou.

H afloAdynon kwduvwv mou dev avaypddovtal Katadatikd ota achoAlotrpla cuBolata
nieplouaiag, evBuvwv Katl Sltadopwv KvdUvwy, OMwE yla mapddelypa marine kol aviation,
elvat évag dlapkng KUKAOG. NEol kivduvol TpoKUTITOUV Kal Ba TPOKUTITOUV GUVEXELD OGO N
texvoloyla mpoxwpdel Kat e€eAicoeTal.

Eromttikr) AAwon tng EIOPA oxetika pe tn Slaxeipion tng pun pntig (f aAAwg
ownnpng) €kBeong og kivduvoug tou KuBepvoxwpou

211G 22 emtepPpiov 2022, n EIOPA énpoocieuce Emomtikr) AnAwon oXeTika Le T Slaxeiplon
™G KN pnTAS (N aliwe owwrnnpng) €kBeong Twv aoPOaALOTIKWY ETIXELPHOEWY O KWWEUVOUG
tou KuBepvoxwpou (BA. EykUkALo EAEE aptBu. 24239/2022).
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Me tnv Emomtikr aut AnAwon, n EIOPA eruduwkKel Toug akoAouBoug oToXouG:

H

™ Staoddalion TG ULOBETNONG Ao TIG AOPOALOTIKEG ETUXELPNOELG OPOWY TIPAKTIKWVY YLa
™V avainn kot dtaxeiplon Twv KvdUVWY Tou KUBEPVOXWPOU, LE GKOTIO TOV UETPLACHO
™G 1N pNTAS (A 0AALWG oLwmnpng) €kBeor G Toug oToug KLvSUVoU G auTtoUg,

NV KABLEPWON KAAWY EMOTMTLIKWY TPAKTIKWY OTOV TOUEN OUTO Kall

™ SlaodAAion TG XPNUATOTILOTWTLKNAG 0TABEPOTNTOG, TNG AKEPALOTNTAG TNG OYOPAC KoL
NG MPOOTACLAC TWV EMEVOUTWV.

EIOPA avadepodpevn £i8ikdtepa oto mAaiclo (mepiexdpevo) / otdxo tng ARAwonNG,

emonuaivel ta e€AC:

H ouxvotnta Kal n TOAUTIAOKOTNTO TWV TEPLOTATIKWY OTOV KuBepvoxwpo, L6iwg otov
XPNHOTOTLOTWTIKO TOUEN OAAG Kol o€ GAAOUG TOUELG, £X0UV aUENBEL oNUAVTIKA KOTA Th
Sldpkela Twv TeAeutaiwv E€TwV, KOOWC OL OLKOVOULKEG KOl XPNUOTOOLKOVOULKEG
Spaaotnplotnteg £xouv PndlomotnOei og peyaro Babuo.

H mavénuia Covid-19 emtdyuve onuovikd tn Hetdfacn otnv Ynodlomoinon, e
amotéAsopa n g¢aptnon amo tig PndLakeég UTOSOUESG va £XeL 0SNYNOEL TIG ETALPLEC, TIC
XPNHOTOOLKOVOULKEC OVIOTNTEC KOL TOUG KATAVOAWTEG 0 ONO KoL LeyaAUtepn €kBeon o€
TEPLOTATIKA TIOU Oxetilovtol pe KwwdUvoug Tou KuPBepvoxwpou. Tautoxpova,
avayvwpiletal 0tL N 6An auth cuvobnkn €xeL amo thv AAAn mMAsupd Betikn enidpaon oto
enimedo evawoBnromoinong oAOKANPNG TNC KOwwviag otoug KwdUvoug Tou
KUBepvoxwpou.

ErumAéov, n ewoPoAl t¢ Pwoiag otnv Oukpavia KoL OL OLKOVOULKEG Kol
XPNUOTOOLKOVOULKEC KUPWOELC TIou £xouv emiBdiel ta Kpdatn MéEAn tng Eupwmaikng

Evwong w¢ amavtnon dnuwoupyouv €va meplBaAlov aotdbeslag, Omou evdEXeTAL va

CUMPOUV TEPLOTATIKA TIOU OXeTilovial pe TOV KUPBEPVOXWPO. Z€ QUTO TO TAAICLO, N
ouvdeon pe 1o Bépa Twv edadlkwv AMOKAEOUWY Elval TPWTAPXLKAS OnUAclog Kal oL
€OVIKEG eMOMTIKEG apXEG Ba mpenel va Staodpalilouv otL oL bavol avtioupBaAAropevol
6ev 0bnyolvtal oe CUYXUON OXETIKA e BepeAlwdn Bépata, OTwE eival pRTpeg e€apeoewy
mou epdavilouv SladopeTikd VPO, OTOXO, CTPATNYLKN N Edapuoyh.

MNa touc aodoAlopévoug (emXEPAOEL;, K.a.), n oaodalloTik oyopd umopel va
Sladpopatiosl Baclkd pOAO OTOV HETPLOOUO TWV EMIMTWOLEWY QUTWV TwV KWWSUVWV otov
KUBEPVOXWPO KAl WG EK TOUTOU va SLEUKOAUVEL TN HeTABaon otnv PndLakn owovopuia Kat
VO LELWOELTO Kevo mpootaciag. H aocddAion Twy KivdUvwy 6ToV KUBEPVOXWPO aVOEVETAL
va anodpEpel mpodobeta odéAn, mpowbwvTog KAAEC TIPAKTLKEG Slaxeiplong Tou Kivduvou
amo Toug acdaALoPEVOUC Kal auEAavovTag Thv evatlobntomnoinor) Toug otov KuBepvoxwpo,
EVW KAl T a0AALOTIKA TTPOTOVTA KATA TWV KLVSUVWV TOU KUBEPVOXWPOU CUVLOTOUV Evav
ULKPO, OANG TOXEWC OVAMTUGCOUEVO TOMED aodAALONG OTNV TOYKOOULO aoPaALoTIKN
ayopd. Ze auto To mAaiolo, n EIOPA avayvwpilel OTL yla TOUG KATAVOAWTEG KAl TLG
ETIXELPNOELC TIOU EMLSLWKOUV VA AUENCOUV TNV aVOEKTIKOTNTA TOUG GTOV KUBEPVOXWPO, N
ooddalion Oa rpémel va amotelel pEpog tng Avong. Qotdoo, n Slaxeiplon Tou kwvduvou Ba
TPEMEL eMioNG va Eekvd oto eminedo g KABe ovtoTNTAS KoL oL AoPAALCTEG AVOUEVOUV
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QMo TG OVIOTNTECG Vo evtomilouv Ta TPWTA Toug ohpela kal va edpappdlouv oplopéva
Baowa pEtpa kuBepvoacddalelag wg mpolmobson yla tnv ayopd acdAALOTIKWY
TMPOIOVIWY KOTA TwV KWOUVWVY Tou KuPBepvoxwpou, TO6o0 ylo TNV €€acddAlon tng
KOTAANANG aodaAloTiknG KAAuYNng, 000 Kal yla Thv KaAutepn Slaxeiplon tng £kBeong
Toucg otov Kivéuvo.

= Je O,TL adopd TNV £KBeON TWV 0OPAALOTIKWY ETLXELPAOEWV amd TNV avainyn Kwduvwv
Tou KuBepvoxwpou, n EIOPA emionpaivel 0tL Ba TPEMEL va UTIOKELVTOL O QUEAVOLEVO
£heyxo, Aoyw miBavwv tpopoUeVwWY OpwV Kal polimoBEécewy ou mepAappavovtal o
aodaliotipla cupPolala kot upmopel va  adopolv  KaAU el KwSUVWV  ToOu
KUBepvoxwpou.

= E8IkOTEPA, ToVileTal OTL OTNV TMpOyUdaTkOTNTa, n £kBeon Twv aAchOALOTIKWV
ETUXELPNOEWY OTOUG KLYOUVOUC TOU KUPBEPVOXWPOU UTOPEL Vo TIPOEPXETAL TOCO OMO
aopaAlotipla cupBolalo | ELOIKEG EMEKTACELG OUHBOAaiwv TOU KAAUTMTOUV pnTa
KwwéUvoug otov kuPepvoywpo (affirmative cyber insurance policies or cyber
endorsements), AOyw ToU OTL OPLOUEVEG EEALPEDELG TOUG UIMOPEL va unv eival cadeig, 600
Ko amnod acdaAlotrpla cupBolala, ota omoia n kKaGAvPn Sev mephappaveral, oUTe OUWG
kot e€atpeital pntda (non - affirmative cyber exposure). YT MEPUTTWOELS QUTEG, €AV
TipaypatonolnBel éva cupPav otov KUBEPVOXWPO, AUTO UIOPEL var 08nyRoeL og SuvNTIKA
ONUOVTIKEC KoL QmpoodOKNTEC OMWAELEC O OAOUC TOUuG TOMElg Spaotnplotnrag,
o6nNywvtag TeAIKA o€ XpovoPOpeg, SamavnpEg Kol anpOPAETTEG SIKOOTIKEG SLEVEEELG.

" Emonuoivetol emuthAéov OTL N Gpvhon TANPwuAg amolnuiwong oe mepimtwon
opefalotntag w¢g mpog tnv acdoaAlotiky kaAun Ba pmopolos va odnynoeL oe
MOKPOXPOVIEG OLKOOTIKEG OlevéEelg mou Ba pmopoucav va petadpactolv, €ite o€
ONUOVTLKEC ATTWAELEG YLa TOV 0.0 PAALOTIKO KAASO, £(TE O€ AMWAELN EUIMLOTOCUVNG ATIO TOUG
oodaliopévous. H apePfatdtnta wg mpog To T KaAumtetal Ba pnopolos emiong va
o0NynNoeL 0 avavTLoTOLXiO HETAEY TWV TIPOCSOKLWY TWV AOPOALOUEVWY OXETIKA LE TNV
EKTIUWHEVN KOAUYPN Kal TIC TIPAYUOTIKEG AMO{NULWOEL, HETA QMO TEPLOTOTIKA OTOV
KU Bepvoyxwpo.

= Nopopoleg avnouxieg ekbpalovral kot avadopLkd e TIC KUBEPVOETIOEDELG O epimTwon
Tou Ba puImopov oAV VA XAPAKTNPLOTOUV WE TTPAn MOAEpoU, KaBWGS n ofefaldTnTa OXETIKA
ME TN oupmepAnPn autol Tou KwwdUvou otnv aodaAloTK KAAUYN evdéxetal va
gunodioel TNV avamtuén LoXUPWY, KOWWVLKA EMWPeAWV acdAALOTIKWY 0YyOpWV yLa ThV
oodalion KvSUVWV Tou KUBEPVOXWPOU.

= H EIOPA umoypoppilel Téhog 0Tl n SuokoAia oTov eVTOTIOUO TNG olwmnpng (1N PNTAC)
£kBeong otoug KwdUVoUG Tou KuPepvoxwpou eivol évo IATNUO TIOU AOLTEL HEeYAAn
T(POCOXI TOCO QMo T ACPAALOTIKEG ETUXELPIOELG OCO KOL OO TG APUOSLEC ETOTTIKEG

OPXEG.
Ye 0,TL adopd TIC EMOMTIKEG MPOocdokieg, n EIOPA sotialel ota €€AG :

= JUVLOTA OTLC OPUOSLEG EOVIKEG EMOMTIKEG aPXECG Va adlepwvouv HeyaAUTEPN TpoooXn
otnv enonteia g avaAnPng Kivdivwv tou KuBepvoxwpou amo Tig (avt)achaAloTiKEG
emyelpnoeLs. ISlaitepn mpoooyrn Ba mpémnel va 600l 0TI (avT)aoDAALOTIKEG ETIYXELPNOELG
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Tou pmopel va elval onUavtikd ekteBeluéveg oTov Kivouvo TG ouwmnnpng KaGAudng twy
KWvOUVWV oTov KuPBepvoxwpo, KaBwE Kol o O0EG SV €XO0UV OKOWN avamTtuel ax£SLo yla
TOV EVTOTILOMO Kal TN Slaxeiplon tng olwmnnpng €kBeang Toug o€ UTOUC Toug KIvEUVoUG,
MepAAUPBAVOUEVWY EEOTOULKEUUEVWY EKTLUNOEWYV OXETIKA HE TIG LOLALTEPOTNTEG TWV
ToAAamAwV KAAS WV 8pacTnpLOToinang Kal TwV POTOVIWY o emnpealovral.

EldikoTepa, Aappdavovtog unoyn TG TPOKANOELS yla T Xapaén suBeiag ypoppung Hetafl
pNTou Kal olwmnnpol Kwvduvou, n EIOPA cuviotd va §EKVAOEL EMOTTIKAG SLAAOYOG LLE TIC
(avT)0opOALOTIKEG ETLXELPNOELG KOL VO KOAOUBNOEL pLat TTLO OALOTLKH KAl BaGLopévn oTov
kivbuvo mpoogyylon otnv enonteia Aapfdavovrag umoPn TouAAxXLOTOV TG aKOAouBeg
TITUXEC:

— Alapdpdpwon oTpatnylkAG oo MAVW MPO¢ T KATw (top-down strategy) kou
KoOoplopdg TG O1adBesong/smiBupiag (appetite) twv (avt)acdoAicTikwv
EMYELPNOEWV OXETIKA LLE TRV avAAnYPn KvSUVwV Tou KUBepvoxwpou. Eldikotepa:

Ol £BVIKEG ETIOTITIKEG apXEG Ba Tpémel, otav sival ouolwdeg, va Staodpalilouy OtL N
avaAnn Kvduvwv tou KuPBepvoxwpou mepAapPAVETAL W BACGIKO KOl CUYKEKPLUEVO
OTOLXElO TNG GUVOALKNG OTPATNYLKAG TNG EMLXELPNONC, N omola Ba MpEmel va mepLEXEL
OUYKEKPLUEVEG EKTLUNOELG OXETIKA e TN dLaBeon TN emyelpnong yla thv avaindn
TETOLWV KWVOUVWV, TOOO OE TOLOTIKO OCO KOl O€ TTOOOTLKO £Ttinedo.

To appOdlo TIPOCWTILKO TNG EMIXELPNONG, CUUMEPAAUPBAVOUEVWV TWV HEAWV TNG
Avwrtatng Aloiknong, Ba mpEmel va yvwpilouv EMapKwe Toug KIvEUVoUC TNG oLWINPng
€kBeong og KWOUVOUG Tou KuBepvoxwpou, aAAA Kal TNG PNTNAG avaAnyPng TETOLWV
KIWSUVWV, 0KOUN KoL OE TIEPLTTTWON XpNoLomoinong tpitwv oe dladikaoieg avalnyng
yla TLG omoieg n eruxeipnon diatnpel tnv teAkn eubuvn.

OL eBVIKEG EMOTTIKEG OpXEC Ba TipEmel eTumA£ov va SltacdaAilouv — pe tnv emidpUAaln
™G mpoogyylong Paocet kwdUvou — OTL ol (avta)aopoAOTIKEG ETLXELPAOELS
guBuypappilovral, mopakoAouBolv Kal MPOcAPUOlOUV TAKTIKA TNV TLLOAOYNON Kal
Ta KEDAAOLA TOUG OE OXEON HE TN OUVOALKN €KBECH TOuG OTOUG KLvdUVOUG TOu
KUBEpVOXWPOU, TPOKELHEVOU va e€aodaliletal n cuppdpdwon pe tnv duabeon/
emBupia tng emeipnong o 0,tL adopd TNV avaAnn TEToLwY KvoUVWV.

Y16 to mplopa auto, oL EBVIKEG EMOTITIKEG OPXEC CUVLOTOUV OTLG ETILXELPNOELG TTOU SV
£xouv akopn eumhakel otn Swadkacio evromiopol NG TOAVAC QAVAYKNG yLla
avaBewpnon Twv 0pwv Kol TPolToBEécewv Twv achAALOTIKWY CUUBACEWV TOUG
OXETIKA pe tnv KAaAuyn/ €kBeor] tougc otov Kivbuvo tou kuPepvoxwpou, va
koBopioouv ouykekpluévo ox€dlo kal Sladikooisg ywor va To  Tpaouv,
CUMTIEPAAUBOAVOUEVNG TNG ULOBETNONC OTPATNYLKAG OVADOPLKA [LE TNV EYKALPN KOLL E
cadrvela EMIKOWWVIA PE TOUC AVTIOUUPBAANOUEVOUC OXETLKA E TNV €KTOON TNG
KaAuPng Toug, 16iwg os mepinmtwon avabewpnong Twv Opwv Kol PoUnobEécewy Twv
ocupBaocewv. H oclotaon auth adopd KATA TPOTEPALOTNTA TLG MEPUTTWOELG OLWTTNPNG
€kBeong otov kivbuvo Tou KuBepvoXxwpou, HUE TNV TPOoUMOBeon OTL oL PNTEC
0opalloTkég KaAUPELS £xouv AABEL SEOVTWE UTIOYN AUTEG TLC TTTUXEG.
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Avayvwplon Kot HETpnon the €k0song o€ KWSUVOUG TOU KUBEPVOXWPOU ATO TIG
(avt)acdalioTikég emXeLpr)OELs, Wiwg o€ 0,TL adopd tn Saxeipion TG oLWNNPHG
€kBegong otoug gv AOyw KWSUVOUG, UE OKOMO TNV £POPUOYH UYLWV TIPOAKTLKWVY
avaAnydng twv KvdUvwv Tou KuBepvoxwpou.

OL €Bvikég emomTIKEG apxeC Ba mpémel va Staodalilouv OtL oL (avT)ooPaALloTIKEG
ETUXELPNOELC — OL oTtoleg Ba pémel va SLABETOUV EMAPKELG TTOPOUG KOl ETILOTNOVLKEG
YVWOELC yLa VoL uTtooTnpiouv TtV avaBswpnon Twv 0pwv Kal mpolmobEcewv OXETIKA
ME T KaAU P eLg otov KuBepvoxwpo — evtomilouv, Staxelpilovtal kat mopakoAouBolv
gykalpa TNV £kBeon toug ot pn pnt KAAUYPN KvSUvou Tou KUPBepVOXWPOU Kol
edpapudlouv uyLelg TPAKTIKES avaAnPng KvSUVwY Tou KUBEPVOXWPOU TTOU cuVASouv
HE TN OUVOALKN ETILXELPNMOTLKY) OTPATNYLKN Ttou opilel n Avwtatn Awoiknon tng
eTuxeipnong.

OL €BVIKEC EMOTITIKEG apXEC Oa TIPETEL EMUITAEOV VO CUCTHOOUV OTLG ETILXELPHOELG Va
opLEPWOOUV TNV ATAPAiTATN TTPOOCOXH OTLG TTAPOSOCLAKEG EE0PETEL TOU TIOAELOU
KOl TNG TpopoKkpatiog, Kabwg evdéxetal va pnv AauBdvouv unoyn tnv Pndlokn
TIPOAYHOTIKOTNTOA KO, EMOUEVWG, VoL 08nyoUV ag aBefalotnta Kal aoddeLO OXETIKA UE
TIC TTOPEXOUEVEC KAAUELG.

To amotéAsopa QUTAG TNG Aoknong Boa mpémel va obnynosl oe Opoug Kal
npolmoBéoelg mou eival cadeic kol amhol kot euBuypaupilovtol He TN CUVOALKNA
OTPOTNYKN TNG emixelpnong kat tnv emBupio g yia avainPn kwdivwv otov
KUBEPVOXWPO, EVW TAUTOXPOVA OL TIAPEXOUEVEG UTINPECLEC /Tpoiovta Ba €xouv atia
yla Tov avtloupdBaAAopevo Aappdavovtog umton TNV EKACTOTE Ayopa 0TOXO.

Awoyeiplon Kol PETPLOCUOG TOU KLWWSUVOU CUGOWPEUOCNG TIOU OXETI(ETOL ME TNV
avaAnyn KwSUVwV Tou KUBEPVOXWPOU, CUMMEPIAAMBOVOUEVNG TNG OTPATNYLKAG
avtaodpdaiiong.

OL €Bvikég emomTIkEG apxes Ba mpémel va Staodalilouv OTL oL (avT)aohaALOTIKEC
ETUYELPNOELG £XOUV OAOKANPWHEVN KATAVONON TwV TIOAVWY CEVAPIlWwY OXETIKA HE TN
un pnt £€kBeon otov Kivduvo Tou KuBepvoxwpou, HECW TOU CUVSUOOUOU TOCO
TIOOOTIKWY OCO KOl TIOLOTIKWY aELOAOYNCEWV KOl €TUMAEOV OTL €KTIHOUV Kal
Slaxelpilovtal tnv avtiotolyn €kBeor toug, AapPdavovrag umoyn Tov Kivoduvo
CUCCWPELONG. 2TO MAQIOLO OUTO, TIAPEXETAL £L6LK oUOTAON YLO TIC A0DUALOTLKEC
ETUXEPNOELS va afloAoyolv Tn Suvatdtnta XpRong mpoioviwv avtaodaiiong pe
€161KA XOPAKTNPLOTIKA, Ta oTtola Ba PEMEL va Umopouv va KAAUTITouV Thy £kBeon oe
pntol¢ Kol olwmnpoug KwdUvoug Tou KuBepvoxwpou. Elval emiong onpavtiko va
napakoAouBeital n dLaBecLpOTNTA TETOLWY TTPOIOVIWY avTachAALONG Kal va yivetal
SLaAoyog e Toug avtachaALOTEC VLA TOV EVIOTILOUO TIBAVWV KEVWV.

Yuviotatal TEAOC OTLG €OVIKEC EMOMTIKEG apXEG va Staodalilouv OTL OL ETILXELPNOELC
umnootnpilouv tn Aettoupytkn dlaxeiplon Twv KdUVWY oTov KUPBEpVOXWPO EMLMTAEOV
MEOW KAl TNG EKTINONG TWV CUVOALKWV aVOYKWwY GEPEYYUOTNTAC TNG ETUXEIPNONG
(apBpo 45 mapdypadoc 1 otolxeio a) tou Solvency ).
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Tnv Emontiky AnAwon tng EIOPA, kaBw¢ Kal Ta CUVOSEUTIKA QUTHG KELPEVA, UMopEite va
gviomnioete e6w.
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KYBEPNOAZ®DAAEIA

5G kau kivbuvol Cyber
TLeivaw to 5G;

OL IPWTEG TEGOEPLG YEVLEG EPepav Eva VEO €TITESO CUVOECLUOTNTAG, UE TOUG EMEEEPYAOTEG
3G kot 4G va enikevtpwvovtal otn BeAtiwon twv dopntwv dedopévwy. To 5G eMISUWKEL va
ouvexloel autv TNV TAon KAl vo €nektelvel T xpron tou ywa mpocPacn oe dopntn
gupulwvikn ouvdeon. To 5G Ba Asttoupynoel mapdAAnAa pe to 4G, avtikablotwvtag To
TEALKA AN PWC.

H xpron tng texvohoyiag 5G Ba eykawldoel VEEG gukalpleg TeEXVOAOYLIKNG TpodSou Kal
Kovotopiloc. H avamtuén texvoloylwy onwe to Aladiktuo twv mpaypdtwy (loT) avapévetal
va auénBOel pe to 5G. H enepyxopevn avaBadulon and 4G os 5G adopd oxedo6v 6AoUG 6ooUG
XPNoLomololV pa ouvdeaon Kvntng thAsdpwvioc. Emopévwg, eival codpo va KaTavorGoupE
T Suvatodtnteg Siktuwong 5G otov KuBepvoxwpo — KaBwg Kol amd mou Wmopel va
amnouaotalouv.

Nwg Aettoupyel to 5G;

Mo va yivel n e€nynon amin, to 5G petadidel Tovoug SeSoUEVWY 08 HKPOTEPEG OMOOTACELG
omo 1o 4G LTE. Auto BonBd otnv taxutnta Kol Th CUVENELD TwV ONUATWY cUVSECNC KAl TOU
(6lou Tou SIKTUOU — akopa Kot otav Bpioketal os kivnon. To Siktuo pmopel emiong va
UTIOOTNPLEEL IEPLOCOTEPEC CUOKEVEG AOYW TNE XPNONG VEWV GOoUATWY oApaTtoc. EmumAéoy, n
EVEPYELAKA amoS0TIKA Texvoloyla eMLTPEMEL TN Xprion Alyotepng Loxvog.

Mari 5G; Augnpévn avaykn

Evw T0 4G LTE eival Loxupo, Eemepvae yprRyopo auto To SikTuo KaBw¢ To OPWYVOULE oTa
opla tou. Ta onuepwva Siktua LTE umepdoptwvovtal OTLG UEYAAEC TIOAELC, HE CUXVEG
KaBuotepnoelg mou ocuppaivouv oe MEPLOSOUG PeyAAnG cuvdeolpuotntag. H avodog twv
"¢Eumvwv" gadgets mou ocuvbéovtal oto Awadiktuo onuaivel ot Ba xpelalopacte Eva
ypnyopotepo cvotnuo  uPnAdtepng  XwpNnTIKOTNTAG Yyl va  umootnpifoupe Ta
OLOEKATOUUUPLO TWV CUCKEUWV TIOU UTAPXOUV NOn. Me autd kal GAAQ TPOVOMLA, Ta
Sebopéva Twv PopnTwV cuoKeLWV yivovtal ¢Onvotepa, Alydtepo evepyoPopa Kal TiLO
YPNYOPQ VLA VO CUVOECETE MEPLOCOTEPEC CUOKEUEG A0 O,TL GHUEPAL.

Moieg lva HePLKEG ATO TG SUVATOTNTEG LE TV Xprion 5G;

Ot KaAUTePEeC SLASIKTUAKESG EUMELPLEC lval Apeco amotédeopa autol tou Siktvou. Mépav
outol, n MEPTTN yevid dopntrg supulwvikng clvdeong Ba amodépel mMoAAG odéAn, ta
TEPLOCOTEPA ATIO TA OTOLAL LITOPOUV VA 0PLOTOUV WG AKOAOUBWG :

H avapaduion o éva tepdotio Atadiktuo twv npaypdtwy (1oT) Ba avénostl mepattépw TNV
ovamtuén mou PBaociletal otnv texvoloyia o0 ylwa th PBlopnxavio 600 Kol ylo. TOUG

KOTAVOAWTEG. Evw ToAAEC ocuokeueg loT elval Adn oe xpnon, meplopilovtal amod to TPEXOV
mAaiolo tou Stadiktvou. H xprion 5G onpaivel OTL OL GUGKEUEG TTOU AELTOUPYOUV E pmatapia
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UTopoUV va TapAUE(VOUV €VEPYEG Kol OUVOESEUEVEG e AlyoTepeg pubuioslg (tune-ups)
ETUTPETOVTAG VEEG, TIANPWE ACUPUATEG XPIOELG OE AMOUAKPUCGUEVEC, ABOAEG | SUOTIPOOLTEG
nepLoxéC. Ta mavra Ba mailouv Tov poAo toug, amd £EUTIVOUG BEPLIOOTATEG KAl NXELD, £WC
aloOntnpeg os Plopnxavika diktua GopTiou Kal NAEKTPLKNG EVEPYELAG TNG TTOANG

O E€unveg mOAelg kat n Buopnyxavia 4.0 £50uv wC OTOXO VO HAC T(POCPHEPOUV TILO
QTOTEAEOUATIKI, AoDAAETTEPN KaL TTApAYWYLKA Epyoaoia kat {wr. To urtootnpl{OUeVO Ao T
5G loT eival kaiplo yla tTnv mapoxn KaAUTepn mapakoAolBNoNG TG UTTOSOUNG OTLG TIOAELG.
Oa xpnolpomnolnBei emiong ylo £EUTIVN AUTOLLOTOMOLNGN O €pyooTAcLO — HeTatomnilovtag
Suvapika tig Stadikaocieg epyaoiag.

Nouwa eivaw n Sradopa petad 4G kot 5G;

YTapxouv HEPIKECG afloonuUelwTeg SLadopEC TTOU EMITPEMOUV 5G VoL KAVEL TTPAYUATA TIOU TO
4G LTE 6gev pmopet.

Ye olykpLon pe TNV texvoloyia 4G LTE, to 5G d£pvel ta akoAouBa odéAn:

e To 5G eivaw tayutepo amd to 4G pe neplocotepa bit ava dsutepoOAemto, LKavo va
ta€lbevel oto Siktuo. Me TIg VEEC TaXUTNTEC AMOOTOANG Kot AfnG, UMopeite vo KAVETE
AN Tawwwv og deutepOlenta avti yla Aemta.

e To 5G avrtamokpivetal MEPLOOOTEPO AMO TO 4G LE LLKPOTEPO XPOVO QVOUOVHG, TIOU
ovadEPETAL OTOV XPOVO TOU OUTALTEITOL Yla ETUKOWWVIEG OUOKEUNG Tpog To Siktuo.
KaBwg oL ocuokeuég pmopouv va "HhoUv" ypnyopodtepa oto Siktuo, Ba AapPdvete
Sebopéva ypnyopotepa.

e To 5G xpnotpomnolel Alyotepn evépyeia anod ta 4G, Se50pévou OTL UMOopEL ypryopa va
peTAmNOnosL otn xprion XapnAng evépyelag otav ol kupeloeldeic padloocuokeuég Sev
elvat og xpron. Auto napateivel Tn Stapkela Lwng TNG Kratoplag TG CUCKEUNG Yl va
opr|OEL TIC CUOKEUEG va apapeivouv otny mipila ylo LeyaAUTEPO XPOVLKO SLAoTnUAL.

e To 5G npoodépel aodaln, ypriyopn umnpeoia mo afoniotn and to 4G Aoyw tng
KOAUTEPNG XPNONG Tou eUpoug Lwvng Kal MepLocotepa onpeia ouvdeong. Me Alyotepn
emPBapuvon tou SIKTUOU, TO KOOTOC TwV SeS0UEVWV UMOPEL va TTECEL XapUnAotepa. omd
QUTO TWV SIKTVWV 4G.

e To 5G pmopeil va petadEpel NEPLOCOTEPEG CUCKEUEG amo 1o 4G, KaBwg emekTelvel Ta
SloBéopa  padlokVpato. Ta mpoPAnuota cuuddpnong mou odnyolv oe apyn
gfunnpétnon Oa petwbouv PoALC yivel petdpaocn os 5G.

To 5G eival éva tepAoTio BAHA MPOG TA EUNMPOG yLa TG KUPENOELSEIG PASLOCUOKEVEG.
Mapopola pe tn Opulik petdfaocn amo thv evolppotn olvdeon os eupulwviky cuvdeon
vPnAng toxutntag, Ba favaokedToUHe TL UMOpoUV va KAVOUuv Ta SeSopéva KvnTNG
tAedwviag.

ToUtou AexBEvTog, UTIAPXEL £Va LEYGAO PELlOVEKTNA av Sev SlatnpnBel tautoxpova to 4G
QUTH TN XPOVLKI OTLYUN:
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To 5G eivaw 8UokoAo va eykataotabel kot va avantuxOei. Meplocotepol mopnol xpetalovrot
yla va kaAUouv tnv idla meploxn Ke tnv tpéxouca o 4G Siktua. OL mapoyol e€akoAouBolv
va €pyalovTtal yLo TNV TOMOBETNON OPLOUEVWY OTTO AUTWYV TWV TIOUTNIWY. OPLOUEVEG TIEPLOXEG
OQVTLUETWTTI{OUV PUOLKEG TIPOKANOELG, OTIWG OL TIPOCTATEUOLEVOL LOTOPLKOL XWPOL f OL AYOVEC
YEWYPOPLKES TIEPLOXEG.

H apyn ulomoinon umopel va daivetal apvntikr ywa to pEAMov tou 5G. Qotdoo, n
mapatetapévn avapaduwon pmopel va KatoAnfel va SwoeL oTOUC TAPOXoug XPOVo va
OVTLUETWTITLOOUV Lot GAAN peyahn avnouxia: tnv aodaAela Twv SIKTU WY

5G Avnouyieg Aodaleiog

Me 1o 5G n aodalela otov KUPBEPVOXWPO XPELATETAL KATIOLEG ONUOVTLKEG BEATIWOELG yla val
amodevyxBolV oL auvavopevol kKivduvol Twv KUBepvoemIBEcewv. OPLOUEVES ATTO TIG AVNOUXLEG
aodaleiag odpeilovral oto (610 10 Siktuo, EVW ANEG adopoUV OTIC CUCKEUEC TTOU CUVSEoVTaL
oto 5G. Qotdo0, audOTePEC oL MTUXEG BETOUV O KivOUVO TOUG KATAVOAWTES, TIC KUBEPVNOELG
KOLL TLG ETILXELPOELG.

‘Ooov adopd 1o 5G Kal TNV aopalela otov KuPBepvoxwpo, LoV HEPLIKEG Ao TIG KUPLEG
ovnouxieg:

Anokevipwpévn acdpalswa. Ta mpo-5G Siktua elyav Ayotepa onueio SpopoAoynong
KukAodoplag, yeyovog mou SleukoAuve Toug eAéyxoucg acdalsiag kol tn ouvtipnon. Ta
Suvauka cuotiuota Paclopéva o AOYLOUIKO 5G £xouv TOAU Teplocotepa onueia
Spopohoynong. MNa va eivatl amoAUtwe acdaleis, OAa autd MPEMEL va mapakoAouBoulvtal.
Aedopévou OtL auto pmopel va anodelyBel SUokoAo, TuXOV LN aodaleic MeEPLOXEC UmOpEL va
B£o0ouv o kivéuvo AN TUAPATO TOU SIKTUoU.

To peyaAutepo eUpog {wvng Ba emBaplveL TRV TpEXouoa mapakoAolBnon achaAelag. Evw
TO UTtAp)oVTa SiKTUa Elval EPLOPLOPEVO OE TaXUTNTA KOL XWPNTIKOTNTA, OUTO £XeL BonBnoetl
TOUG TaPOXoUuG va ToapokohouBoUv TNV aodAleld o TPOYHATIKO Ypovo. Etol, Ta
TIAEOVEKTAATA €VOC EKTETAMEVOU SIKTUOU 5G evdéxetal va mAnfouv tnv aoddalela otov
KUBepvoxwpo. H poaBeTn taxuTNTA KAl n évtacn Oa avoyKAcouV TIG OUASES TWV ELSLKWV va
Snuloupynoouv véeg peBASOUC yLa TNV OIMOTPOTIH ATELAWV.

NoAAég ouokevEg loT kataokevalovral pe EAAewpn acddalelag. Asv Sivouv mpotepatdtTnTa
OMOL OL KATAOKEUAOTEG 0TNV Ao AAELX TOU KUBEPVOXWPOU, OTIWE daiveTal pe TIOANEG EEUTIVEG
OUOKEUEG YapnAwv mpodloypadwv. To 5G onuaivel TepLocOTEPn XPNOLUOTNTO KoL
Suvatotnteg yla 1o loT. KabBwg meplocotepeq oUOKEVEG evBappuvovtal va cuvdeBouy,
SloEKATOUHUPLO. CUOKEUEG e TIOKIAN aodalela onpaivouv Stoskatoppipla mibava onueia
napaBioonc. Ot £Eunveg TNAeopAoEeLS, oL KAELSApLEG Twv Bupwy, Ta Yuyeia, Ta nxela, akoun
KOL OL MIKPEG OUCKEUEG OMWC €va BepuoOUeTpo yla Hla Se€apevn Papluwv pmopesl va
amoteAéoel pLo aduvapia tou Siktuou. H ENewdn mpotunwy achaAelog yLa TIC CUOKEUEG loT
onpaivel otL ol mapafldcesl SIKTUOU Kol oL KuPepvoemBEoel pmopoulv va auénbolv
axoAlvwra.

H éAAewpn kpuntoypddnong os MPWLHO oTAdlo TnG Stadikaciag cuvSeong AmMoOKAAUTTEL
TAnpodopleg CUOKEUNG TTOU UMOPOUV va XpnoldomnolnBolv yla entBéoelc-otoxous loT yla
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OUYKEKPLUEVN ouakeur. Ol mAnpodopieg autég BonBolv Toug Xdkep va yvwpllouv mMoleg
OUOKEUEG £lval cUVOESEUEVEG 0TO SIKTUO. AETTOUEPELEG OTIWG TO AELTOUPYLKO CUCTNLA KaL O
TUTIOG TNG OUOKEUNG (smartphone, HOVTEN oxnUATwy, KAT.) pmopouv va Bonbrioouv toug
XAKEP VA OXESLAOOUV TIG EMLBECELG TOUG e peyaAUTepn akpiPela.

Ta tpwtd onueia ¢ KuBepvoaocdhadelag pmopolV va AdBouv tn popdn HLAG gupeiag
TOLWKIALOG eTBECEWVY. MEPIKEG OO TLG YVWOTEG KUPBEPVOATIEINEG TtEpAaBAVOUV:

e OL gmbécelg and SiKTua TPOYPAHMATWV poumoT (Botnet) eAéyyouv éva &iktuo
OUVOESEUEVWY OCUOKEUWV YlO VO  OTTOTEAECOUV UOPLOVETO OF Wlo  TEPAOTLA
KuBepvoeniBeon.

e OLemBéoslg apvnong unnpeciwv (DDoS) oL emiB£oelg evavtiov evOg UTIOAOYLOTH, 1] LLOG
UTINPECLOG TIOU TIAPEXETAL, OL OTIOLEC £XOUV WE OKOTIO VO KATAOTHOOUV TOV UTTOAOYLOTN 1)
Vv umtnpeoia avikavn va dextel AANeG oUVEEDELG KAl £TOL VA LNV UIMOpEl va eEUTNPETOEL
aAAoug miBavoulg meldrteg, emPapuvouv £va Siktuo 1 pia dtadiktuakr tonobeoia ylo va
teBel extdg oUVdeONG.

e OL emBéoelg MopeUNOdiong entkowwviag - man-in-the-Middle (MiTM) untokAéntouv
nouxa kot aAAaouv TNV emikowwvia pHetafl twv dVo mAsupwv. H eniBeon man-in-the-
middle (Man-in-the-middle attack) eivat o kown mapafiaocn aopaieag. O
eTUTIOEPevoCg mapeumodilel T VOULUN emkowvwvio petafl §Uo pepwv, Ta omolia ivat
KA peTafl TOUG. TN CUVEXELD, O KAKOBOUAOG host eAEyxel Tn por emMLKowviog Kal
UTtopel val amoonaoet 1 va oAAGéel mMAnpodopieg mou OTEAVOVTAL OO £vVav OO TOUG
OPXLKOUC GUHLETEXOVTEG.

e O gvtomiopog Bong Kat n mopakoAouOnon KAROEWV UmopoUuV va yivouv av KAToLog
YVWwpilel £0Tw KAl O€ TEPLOPLOPEVO BaBUo yLa Ta MPWTOKOAAa ThAegldomnoinong.

To péAAov tou 5G Kat n aopaAeLa oTov KUBEPVOXWPO

Mo va anotpamolV ol ektetapéveg aduvapieg ota eBvikad Siktua KvntAg tnAsdwviag, ot
T(POYPOUATIOTEG TexVoAoyiag Ba mpémel va elval Lolaitepa mpooekTikol otnv aopaiela 5G.

OL mapoxot Siktuou Ba apXicouv va ETMIKEVTPWVOVTAL OTLG TTPOOTACLEG AOYLOMIKOU yLo val
KoAUPouv Toucg povadikolg KvdUvoug Tou 5G. Oa XPELOOTEL Vo oUVEPYAOTOUV UE ETALPIEG
KUBepvoaoddAeLag yla TNV avantuén AVoewv kpuntoypddnaonc, mapakoAouBnong Siktuou,
KoL TTOAAG GAAQL.

OL KATAOGKEVAOTEG XpELAlovTal £Va KIVvNTPO yla vo au§RcoUV TLG TTPOOTIAOELEG Evioxuong
™¢ acdpdaAelag tous. H aopdiela 5G eival téoo Loyupr 600 ol o aduvapol Kpikol tne.
Qoto00, T0 KOOTOG avamtuénc katl epopuoync aodpalolc texvoloyiag Sev mapakivel 6Aoug
TOUC KOTAOKEVOOTEG VA ETLKEVIPWOOUV otnv achdiela otov kuPepvoxwpo. AuTO LoyUEL
Wdlaitepa oe mpoiovra yaunAwv npodlaypadwy, OMwe ta £Eunva poAoyla (smartwatches)
TWV TTaLdLwv Kat ot ¢ptnvEG £€uTiveg 000OVEC yia Hwpd. AV Ol KATOOKEUAOTEG AaBouv 0dEAn
mou avtlotabuilouv Tig Inulec toug, pmopel va eival TBavotepo va evioxUGOUV ThV
TPOOTACLO TWV KATAVOAWTWY TOUC.
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https://el.wikipedia.org/w/index.php?title=Host&action=edit&redlink=1

Anautteital eKMAiSevon TWV KATAVAAWTWY CXETIKA LE TNV aodAAELA TOU KUBEPVOXWPOU
KaOwg N peyaAn dtakvpavon tng molotntog the acdalelag oto Aladiktuo onuaivel otL Ba
XPELOOTOUV TPOTUTIA OHaVONG Tpolovtwv. Emeldn ol xprioteg Sev £xouv Tpomo va yvwpilouv
gUKoAa 000 aohaAe(C eival oL CUOKEUVEC IOT, OL KATOOKEUAOTEC £EUTIVWY TEXVOAOYLWY (0WG
apxioouv va AoyoS0otoUv HECWw EVOC CUOTNUATOG ETIKETWY. H Opoomovsiakr KuBépvnon twy
HMNA (FCC) BaBuoAoyei aA\eg popdég padlopetadoaong, £TOL N OVATTTUGCOUEVN OYOPA TWV
cuokeuwv loT pnopel cuvtopa va cupunepiAndOet. Eniong, oL xprioteg mpémnet va Stéackovtal
™ onuaocio tng aocdAAelog OAWY TWV CUOKEUWV SLASIKTUOU UE EVNEPWOELG AOYLOLKOU.

OuL mpoomaBeleg ywa tn PeAtiwon ™G aoddAelag yivovtal MopdAAnAa LE TNV apxikn
gykataotaon tou 5G. AMA eneldr XpelalOUOOTE TPAYUATIKA OTOTEAECUATO Yl Va
TEAELOTIOL OOV LE TNV TTPOOTAOLA, N epyacia Ba cuveXLloTel TOAU HETA TNV avATTUEN Tou 5G.

Nw¢ Oa TPETEL VAL TPOETOLLALOTEITE YLa TO 5G

To 5G eivat Alyo 1o pakpld amd 6, TL 0 VTOpog Unopet va oo Kavel va TiiotéPete, ala Ba
TPEMEL va €lote TiposTolpacpévol. Na BeBawwbeite 600 to SuVOTOV MEPLOGOTEPO OTL EXETE
™V achAAELO KoL ThV TipooTacia TG LBLWTIKAG oag {wr¢ oTa XEPLO GOC XPNOLULOTIOLWVTAG TLG
okOAouBeg AVoELG :

Eykataotiote pio AUon npootaoiog anod Loug o€ OAEG T GUOKEUEG oaG. AUTA Ta TpolovTa
Ba oo fonbrnoouv va anotpePete T LOAUVON TWV CUCKEUWVY OOC.

Xpnotuomnotote éva L8eatd L8LwTko Siktuo (VPN) yia va epmodioste Toug E£voug va £xouv
npooBacn ota Sedopéva oaG XwpPLg TNV ASELA G KOL VO KATAOKOTIEUOUV TNV SLASIKTUAKN
oag dpactnplotnta.

Edapudote woxupy aocddleia Kwdkol mpocfacng. XpnoLUOMOLEite mMAVIA KWSLKOUG
npoocBaong otav eival SlaBEoiuol Kol KAVTE TOUG amioteuta LoxupoUG. OL POKPLEC
oUUPOAOCELPEC TWV TUXOLWY XapakThpwVv Bewpouvtal ol kaAUtepol Kwdikol mpooPaong pe
v &vdelén - duvartol. BeBalwBeite otL oupmneplapPBavete kedpalaia, meld, cOpBoAa Kal
aplBuouc.

EVNUEPWOTE TOUG TPOETIAEYHEVOUCG KWSIKOUG MpOoBacng Tou onicBlou TUAMATOG TwV
TIPOYPOUUATWY O OAEG TG OUOKEVEG loT. AkoAouBrnote TIC 08nyleg TNG CUOKEUNCG COC
OXETLKA LE TNV EVNUEPWON TWV TLOTOMOLOEWV TOoU OTIA "SLlayelpLotng/kwdikog mpocPaonc”
TWV pkpoedoppoywv oag. Mo va Bpeite autég tig mAnpodopieg, cuUBOUAEUTELTE TA TEXVLKA
EYXELPLOLO TOU KATAOKEUAOTH OAG I EMLKOWVWVOTE amneuBeiag padl Touc.

Awtnpriote OAeg TG OUOKeEUEG loT  evnuepwuéveg pe SlopBwoelg aocdaleiag.
MepthapBavovtal to Kvntd oco¢ thAédwvo, oL UTOAOYLOTEG, OAEC OL £EUTIVEC OLKLOKEG
OUOKEUEG, aKOUN Kol To olotnua Yuxaywylag¢ Tou ouTOKWVATOU oag. OuunBsite,
omoladnmote ouokeur] Tou ouvdéstal oto OSladiktuo, Bluetooth n dAo padlddwvo
Sebopévwy Ba mpEmeL va €Xel OAEC TIG TeEAeUTAiEG evnuepwoelS (epappoyeg, firmware, OS,
KATL.)
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Tavtonoinon moMamAwv napayoviwv (Multifactor Authentication - MFA)
Tieival n Tautonoinon NoAAanAwv Mapayoviwv;

H tautomnoinon moAAamAwv mapayoviwy eival EvVag UNXaviopnog aodpaleiag o onolog amnattel
™V Xpnon 800 1 KoL MEPLOCOTEPWY MOPAYOVTWY TAUTOMOLNGNE TOU XProth Tou poomabel
Vo OIOKTNOEL TPOOoBacn o€ HNXOVOYPAPLKEG UTOSOUEG OMWG £vog AoyapLaoHog
NAEKTPOVIKOU Ttayudpopeiou 1 Slaxeipion evog Siokoptotr). To MFA ocuvbualet duo N
TEPLOOOTEPA OTOLXELQ ATIO TOUG TTAPAKATW TOPAYOVTEG YLo TNV TAUTOTIOINoN TOU XproTh.

e KatL to omolo yvwpilel o xpriotng (évav kwdiko mpocBaong n £va PIN)

e KatlL to omoio €xeL otnv katoxn tou (éva smartphone 1 pla yevvntpla KUALOUEVWY
KWOLKWV).

e KartL to omoio £xet £uduTto (SOKTUALKO AMOTUTIWHA 1] AVOYVWPLOT TIPOCWITOU)
Mati eivot T0oo onpavtikn;

H tautomnoinon moANamA WY apayoviwy sivat oAl onpavtiki AOyw Tng cuvexouc BeATiwong
Twv gpyadeiwv TOU xpnolpomolovvtal otic KuBepvoeniBéoel. To MFA amotpEmel Toug
KUBEPVO-eyKANUATIEG OO TNV TPOCBACN OE TPOCWTILKA ) ETALPLKA Sedopéva. AKOUN KoL av
0 KWKo TpooPaocng cag Pploketal ota xépla twv hackers egivalt dUokoho va £xouv
npooBacn Kal oToug AAAOUG TTAPAYOVTEG TAUTOMOLNONC 0OC.

Note npénel va edpappoletan Tavtonoinon NoAAanAwv Mapayoviwy;

Onoudnmote eival StaBéatun. 16avikd MANTOY!

Etoupieg

Je omolodnmote clotnuo/unnpecio mou
€xet  OSlwaBéown tnv  Tautomoinon
MoAAamAwy Mapayovtwv Ba mpémel va
elvaL evepyomoinuévn ywa OAo TO
TIPOCWTILKO KOl OTIOLOVONTIOTE £EWTEPLKO
OUVEPYATN TIOU €XeL TPOoPacn OTLC
UToSoEG TNG etalpiag. Mapadeiypata
UToSOUWV/UTINPECLWV Eival Ta €EAC:

e Aoyaplacpol cloud Microsoft 365 n
Google GSuite.

e Ynnpeoia OTTOAKPUCHEVNG
npooBaong péow VPN.
e  ALASIKTUQKES edapuoyEg

TPOOPACIUEG £(TE OTTOKAELOTIKA Qo
TO TIPOCWTILKO E(TE QIO TMEAATEC.

16wwtEg
umapxel  SwaBéoun  n

Tavtonoinon MoAAamAwv Mapayoviwv

Omnoudnmnote

TIPOTEIVETOL VA €lval €VEPYOTIOLNKEVN.
TEtoleg untnpeaieg umopel va eivat oL e€AG:

o Tpamelikég epapuoyEg (e-banking)

o ALOSIKTUAKEG UTINPEOLEG Omovu

Slokwvolvtol — TMPOOWTKA /Ko
gvaioBnta Sedopéva  (NAEKTPOVLKA
KOTAOTAUATA, OLayVWOoTIKO KEVTPQ,

KATL.)

e Aoyaplacpot NAEKTPOVLKOU

Ttoyubpopeiou.
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Napadeiypata cuvduacuwv otolsiwv Tavtonoinong NoAAanAwv MNapayoviwv

Kdt mou yvwpiletL o KdrtL mou £XeL oTnV Kotoxh KdtL mou £xeL épduto

Xeriotng TOU
Kwb1koég mpodoPaong KwdKo¢ pag xpriong mou AQKTUALKO amoTUTIwa

TLAPAYETAL ATIO OXETLKN
edappoyr Kvntou

smartphone
ATmavtnon o€ epwtnon KwdKo¢ pag xprnong nou Avayvwplon tpoocwrov /
aodaleiag amnootéAetal pe SMS 1) ipldag patiwv
email
Kw&1KOC pLag xpriong Kapta mpooPaong n AvdAuon ocupmnepldpopag
ouokeun USB xpnotn (m.x. cuokeur/

AOYLOLLLKO TTOU
XPNOoLUoTOLE(TaL YL TV
npocfaon)

Wndlaka Motonowntikd

AA\oL tUnolL Tautonoinong NoAAanAwv Mapayoviwv

o Baoel yewypadkng meploxng. To MFA autol tou TUmou eAéyyel tnv StevBuvaon Siktuou
(IP 61eUBuvaON) TOL XPAOTN KaL KAT' EMEKTOON TNV YEWYPADLK TIEPLOXN TIoU BplokeTal site
yla va srutpePel/anayopeVoel TNV pocBoon avaloya HE TNV TIOALTIKA TNG staupiag
OXETIKA LE TLG AMOSEKTEG XWPEC, £(TE WG EMUTAEOV OTOLXELO TAUTOMOINONG CUVOUACTIKA UE
aAM\a otolxeia (kwdkog mpooPaong, €ykplon mpooPacng péow edappoyng Kvntou,
avayvwpLon TiPOCWIToU, KATL.)

e [Mpoocappolopevn Tavtonoinon R Tautonoinon BacsL KvdUVoU. I AUTA TNV MEPIMTWON
0 UNXOVLOMOG TawwTtomoinong AapBdavel umtoPy Tou Ty cupnepldopd Kot To mepBaiiov
KOTA TNV TPoomdbsla TAUTOMOINONG KAl OVOAOYWG ETITPEMEL N omAyopeVEL TNV
npooBaon. MNa mapadeypa:

e Amo nou npoomnaBei o xpnotng va £xeL mpooPaon?
o [16te mpoomnaBei va amoktioel TpocBacn? Katd TG EpyACLUES 1] LN EPYACLUEC WPEC?

e [lola CUOKEUN KoL OO0 AOYLOMLKO Xpnotpomoteital? Eival ta idla pe TIg mponyoUpEVES
dopég?

o H ouvbeon ylvetal péow SnNUocLou SIKTUOoU 1 péow aodalouc LdbwTikol KavaAlou (VPN)?
Me autdv Tov TUTIO TRUTOMOLNGNG oV £vag XPRoTng yla mapadslypa mpoonabnosl va
ouvbeBel ano éva Internet café pia Kuplakr Bpadu, katL tou Sev eival cuvnBlopévo, Ba
XPelaoTel eVOEXOUEVWG VO TIAPEXEL £VaV EMMAEOV TPOOWPLVO KWOWKO TpocBaong n
uropel kot va Tou amnoyopeuBei n mpooBacn av Sev MANpoUVTAL OL EAAYLOTEG OTTALTAOELG
aodalelag BACEL TNG TMOALTIKAG IOV €xeL BECEL N eTaLpla.
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Napéxel n Tavtonoinong NMNoAAanAwv Napayovtwv anolutn achalieia?

Ot KuBepvo-EykAnuatieg ¢o6evouv oAU peyaho PEPOC TOU XPOVOUC TOUG OTNV TPOOTIABEL
va urtokAéPouv mAnpogdopiec kat n Tauvtomnoinon NoAlamAwv Mapayoviwy eival n mpwtn
YPOUUN GUUVOC EVAVTLWY TOUC.

Elpaote 0pweg 100% aodaleig pe tnv Tavtonoinon NoAhamAwv Mapayovtwv? AucTuyxwg OxL...

Zupdwva pe tnv KnowBed 10 48% twv KUBEPVO-eTBECEWV SEV lval AMOTPEWLUEG QKON KOl
Ue évav Loxupo pnxaviopd Tautomnoinong MoAhamiwy Mapayoviwy.

O mo ouvnBlopévog £wg TwpO Kal amhog TPomo¢ va mopakopdBelt n Tautomoinon
MNoA\armAwv Nopayoviwy eivol LECW EVOG AOYaPLATUOU KATTOLOU VEOU UTIAAAAAOU TTOU OKON
Sev €xel evepyornownBel to MFA. Me to dvopa Kol Tov KwSLKO Xpriotn HOVo KATOLoC Umopet
OXL armAd Vol amOKTHOEL IPOoBaon atov Aoyoplacpd alAd va puBuiosl tnv Tautomnoinon
MoAAarmAwy Mopayoviwy oTo KLvNTo Tou TNAEDWVO KaL va £XEL TOUTOXPOVA POCBacH HE ToV
VOULUO Xprotn — B0ua.

‘Eva akopn ocuvnBlopévo oevaplo mapakapdne tov MFA sival ta cuotipata mou Sev To
umootnpilouv. Mo mopadelypa €vag opyaviouog UMopel va amalttel thv xprion Tautomnoinong
MoAAarmAwy Mopayoviwy ylo TNV amopakpucopévn ipocBaon péow VPN 1 yia to Microsoft
365 aAAa pLo moALd utoSoun amopakpuopEvng mpooBaong (.. Citrix portal) pe petwpévn
xpnon urnopet va £xel Eexaotel va cupnepAndBel otov unyaviopo Tavtonoinong MoAAamiwy
Mapayoviwyv Pe OMOTEAECUA VA YIVETAL EUKOAOG OTOXOC KAl va TIOPEXEL OTOUC KUBepvo-
EYKANUATieg MpOoPacn oTo ECWTEPLKO SIKTUO TNG £TALPiAC.

EvaAAaktikoi tpomol napakapdng tng Tavtonoinong NoAAarAwv Mapayoviwv.

¢ Kowwvikn Mnxavikn (Social Engineering)

EniBeon pe taktik) Man in the Middle (MiTM) ¢ Xprion adUvapwy KwWSIKWV/UNXAVIOUWY
Toutonoinong

e EKUETAAAEUON EVOAAAKTIKWY TPOTIWV TOUTOMOLNONG.

EkpetaAAeuon opalpatwy epapuoywv
Tupnépacpa

H Tautomoinon NoAamAwv MNapayovtwy Sev sivat mavakelo oA eival évo TpopepO epmddio
og otdnmote Ba mpoonabnoeL va ameAoeL TOV AOyapLOGHO TTOU TPOOTATEVEL. AKOWN KAl oV
uropel va mapakapdBel n amattel kanoloug cuppLBocpols, n evepyomoinacr TnG LELWVEL
Spapatikd Ttov kKivbuvo kuBepvosmiBéoswv.

JUpuPwva PE TIG PEATLOTEC TPOKTIKEG TPOTEiveTAL N UAomoinon mAdvou aodaleiag pe
moA\arAa enineda mpootaoiag (DiD — Defence in Dept) to omoio Oa mpémnet va mepthapBavel
anapaltitwe tnv Tautomnoinon MoAAamAwy Mapayoviwy Pe 000 To SUVATOV IEPLOCOTEPO KOl
LOXUPA oTolXEla TaUTOMOINONG Ta OoTola Ba TTPETEL TAKTLKA VA EAEYXOVTAL KaL VO BEATLWVOVTOL
podi pe ta urtdAouna pHéEtpa mpoaotaoiag.
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H Tautonoinon MoAAamAwv Mapayoviwy eival cuvABwg To MPwTo PETPO Mpootaciag mou
{nTtouv oL aodaAloTéG yia tnv avaAndn kwduvou. NapoAa autd Sev eival to povadiko kat Oa
TPEMEL VA oUVOUALETAL ME:

e JUyXpova TPOYPALLATO OVILETWTTLONG KAKOBOUAOU AOYLOLKOU
® JWOTEG TIPOKTLKES avtlypddwyv aodaleiog Kal TAAVWY ETILXELPNOLOKNAG CUVEXELOG
o BEATIOTEG MPAKTIKEG TipooTaoiag and emBEoelg NAekTpovikoU Taxudpopeiou

e Jwotn Oloxeiplon 6eboucvwv TEPAV TWV UTIOXPEWOEWV Ttou [KMA n/kat GAAwv
Kavoviotikwv MAatoiwy (m.X. Kpuntoypadnon otnv anobrkeuon 1 Katd tnv petadopd)

o BEATLOTEG MPAKTIKEG SLOXEIPLONG ETALPLKWV CUCKEUWV

o BEATIOTEG PAKTIKEC Slayeiplong SIKALWUATWY XPNOTWV

Yrinpeoieg mapakoAoUOnong Kot EL60MOLNCEWV

OAa ta mapamavw eivol ev8EIKTIKA Kol pmopel va aAAdalouv avaloya pe to mpodih kabe
OPYOVIOUOU. IXETIKEC EPWTNOELG TEPIAOUPAVOVTOL OTA £pWTNUATOAOYLO afloAdynong Twv
00PaALOTWY KAl ELVOL CNUAVTLKO VA QTTOVTWVTOL E aKpIBELO EVW AVAAOYQ LLE TIC ATTOVTHOELG
oL opyaviopol €xouv tnv eukalpla va evtomilouv kevd aodalelag kol va PeAtiwvovtol
CUVEXWG.
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MEDIA

Mmopeite va mapakoAouBroete TNV
ekbnAwon oto kavahit tng EAEE oto
YouTube natwvtog sdw.

Ek6nAwon EAEE pe O€pa:
“Cyber Insurance: Trends & Insights”
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http://www1.eaee.gr/
https://gr.linkedin.com/company/hellenic-association-of-insurance-companies
https://www.facebook.com/eaee.gr/
https://www.youtube.com/user/eaee1907/videos

	Cyber_Guide_vol_2_Covers_(A4 Document).pdf
	Οδηγός Ασφάλισης Cyber 03.11.2022.pdf

