"There are only two types of companies:
those that have been hacked,
and those that will be.”

Robert Mueller
FBI Director, 2012

Cyber Insurance is a Turn Key Incident Response Plan
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Cromar Coverholder at Lloyd's

« H Cromar Coverholder at Lloyd's 16p0Bnke to 1999

« Eival e€eldikevpevn otnv mapoxn ac@aAloTikwy Avoswv Cyber Insurance kat
OTNV QO@OALOTLKI KOAAUYN ETAULPLWV TEXVOAOYIOG
o T[lapexel otov TEAXTN TNV SuVATOTNTA ETUAOYNG MECA QTO TIC KOAUTEPEG
xo@OALOTIKEG Avaelg Cyber Insurance taykoopiwg.
BpaBeio Kawvotopiag 2016 and tnv ayopa Twv Lloyd's

Best Coverholder Innovation 2016 yix Tnv €KTTAUSEVTIKN HNXavN
www.cyberinsurancequote.gr

LLOYDSS TG

Lloyd’s Market
Innovation Awards
2016 Best Coverholder

innovation
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http://www.cyberinsurancequote.gr/

H ayopa Cyber Insurance Atav $3.481¢ to 2016

= 70% - c. $2.3bn relates to standalone cyber products

85% of the business originates from the US

Cyber buying patterns

(High-level, global estimate)

30%

= Stand-alone

Blended

Standalone & Bundled

Global cyber GWP
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$870m

& United States
$2.9bn | 856%

Advosen

$70m
$80m p———

F $150m
190m

O Europe Rest of World

$270m | 8% $220m | 6%
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H Evpwmaikn ayopa stand alone cupfoAaiwv urtoAoyiletal o€
$190m kot avauévetal va 00aocsl ta $900m to 2020.

‘ EU standalone cyber GWP

+40% GWP growth between 2015-2016

= Expected to see accelerated growth due to stricter regulations and increased awareness

Increased data regulations (GDPR)

Duty to notify data breaches

Fine of up to 2% or 4% of global turnover’
EU wide enforcement of GDPR

Increased awareness driven by GDPR
Cyber ranking as 14th largest risks by companies?
Expected to move to 8th position by 2018

$135m
# of breaches Increasing at 36% since 20117 T
Mandatory notification to drive numbers higher
2015

Cost of data breach in Europe 35% lower vs. US*

$190m

2016

$1.2b

$545m

$900m

Slow Realistic Optimistic
growth growth growth
(2020) (2020) (2020)

Costs likely to Increase as a result of GDPR
As seen in US after enforcement of data legislation

Penetration
levels are low

Source: The Ewopean Urson Breach Level Index, 1BM. Ponernon Institante, Acn Global sk Survey. Aon Inpoent analyses
Notes 1 Depeonding on activity | 2 Aon Global Risk Survey | 3. The Breach Lewel Index | 4 188
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Growing from a

small base

Slow reaction to  Market reacts to  Cyber event sparks
EU GOPR reform EU GOPR reform huge demand

Infocom Security 2018



Data’ Protection Compliance 25 May 2018 Data Breaches Personal Data
Officer (DPO)
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General Data Protection Regulation — EuGuUveg

* Ymoxpiéwon Evnpépwong Apxwv
* EvTOg 72 wpwv

* Ymoxpiéwon Evnpépwong MeAatwv

 MpoocTipa
e Ewg 10 4% Tovu tlipou TOoug ue

max €20m OTtoLo aTo Ta 2 £lval HEYAAVUTEPO

¢ Amo{nuuwoelg ot YIIOKEIpHEVA TWV SeSOpéEVWY TTOU
umtéotnoav (NULX
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GDPR: Incident Response Plan

DISCOVERY OF
A BREACH EVALUATION
OF THE BREACH MAMNAGING THE

SHORT-TERM CRISIS

NOTIFICATION
AMD CREDIT
LEGAL MONITORIMNG

REVIEW

DATA RECOVERY
AND BUSINESS
INTERRUPTION
EXPENSES

FOREMSIC
INVESTIGATION

PUBLIC
RELATIONS

'I"T:*{-:- CROMAR Coverholder at [REs)dsiS

TREURAMCE BAGEERS LT0

HAMNDLING THE
LOMNG-TERM
CONSEQUENCES

CLASS-ACTION
LAMSUIT

REGULATORY FINES,
PENALTIES AMD
COMNSUMER REDRESS
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Awxyeipion Meprotatikwv MapaBiaocng AcpaAisiag

* Incident Response Manager

* Forensics Investigators

« E&eidikevpevol Aiknyopot

« Ewdkol Ataxeiplong Kploswv

* Evnuepwon MNMedatwv (web, customer care, direct mail)
* EOkoUg SlampaypaTEVTEG O TIEPITTITWON EKPLACOU

«  KatafoAn Autpwv oe Bitcoin

* [lpootacia ICOAOYLOMOU OTIO N AVOUEVOUEVO €600

M Cowverholder at EREs) g BN
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Incident Response Plan & Ao@paAion Cyber Insurance

« OLvumnpeoieg dlaxeiplong
TIEPLOTATIKWY Ttapaflaong
ACPAAELOG TIOV TIOPEXEL N
XOPOALOTIKN ETALPIX HTLOPOVV
V& KHKTOHOTIHOOUV AELTOUPYLKO
to NMAavo AvTipeTwmiong
MeploTatikwy

Infocom Security 2018 m
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NMapdayovteg MOV EMNPER{OUV TO KOOTOG EVOG TIEPLOTATLIKOU

Incident response team — 19.3
Extensive use of encryption — 16.1
Employee training — 12.5
BCM involvement — 10.9
Participation in threat sharing _ 8.0

Use of security analytics

Extensive use of DLP

_
_
Data classification schema _ 5.7
e
=
—

Insurance protection
CISO appointed

Board-level involvement

CPO appointed P 2.9

O1 20 TOPAYOVTEC TIOV HELWVOLV TO KOGTOG TOU TIEPLOTATIKOV Ttapaiaong per record ood o $. Méoo kdatog per record $141.
Ponemon Institute: 2017 Cost of Data Breach Report
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GDPR & Aoc@paAwon Cyber Insurance

« H oaopaiion Cyber Crime Insurance OTOTEAEL €VO OTMMOTEAECHATIKO
gepyaAeio diaxeipiong Tov umtoAomopevou Kivéuvou (residual risk)

« O UTnpecisg dSLaXeLPLONG MEPLOTATIKWY TAPAPIXACNG XCPAAELXG TTOU
MUPEXEL MMOPOUV VA KATHKOTAOOUV  AslTOupylkd Tto [lAavo
Avtipetwmiiong Mepotatikwy mouv amawtel 0 [evikog  Kavoviopog
Mpootaociog Asdopevwy (GDPR) va exel kaBe eTalpia

*  H ao@aAlon KOAUTITEL VOVVEG TTOL TIPOKUTITOUV OO TIEPLOTATIKA OTIWAELXG
TIPOCWTIKWVY dedopevwy (data breach)

* H ao@aAlon PTOPEL VO ATIOTEAECEL TIAPAYOVTA SLAPOPOTIOINCNG TOV VYOULG
TOU TIPOCTIOV TIOV UTTOPOVV VA ETILRAAAOLY OL APXEQ

« H oao@aAion pmopel va BonBnost pla tauplar va GUVEXIOEL OMOAX TNV
AslToupyia Tng
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Cyber Secure Solution
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Cyber Secure Solution

« Aaupavovtag vtoyn Tig cuvOnkeg tng ayopag n Cromar oxedloos
TNV Avon “Cyber Secure Solution” n omola:

* TIPOOPEPEL dwpeav poofBaon otnv Ppafsupevn amo TNV aAyopa Twv

Lloyd's ekmoudeuTikn pnxavn www.cyberinsurancequote.gr

* TIpOOPEPEL Owpeav ekmaidevon ota  otedexn ™G Opadag
AvTipeTwriong MepLOTATIKWY TNG ACPAALOUEVNG ETALPILOG
« Olvel Tnv duvatotnta mpooPaong oe e€eldikevpeveg Avoelg Cyber Crime

Insurance IOV TIAPEXOVTAL OTIO TNV ayopd Twv Lloyd's
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http://www.cyberinsurancequote.gr/

* Best coverholder innovation - Cromar: Education engine around cyber risks
www.CyberlnsuranceQuote.gr is the first marketplace platform of its kind dedicated exclusively to cyber insurance, and is used as an education
tocl around cyber and data privacy risks for small companies in Greece.

Cyber & Data Privacy Insurance Quote

"There are only two types of companies:

those that ha
and those t'm:r

Robert Muelle =

Bl Dire«
N Lloyd’s Market
Innovation Awards
2016
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http://www.cyberinsurancequote.gr/

Cyber + Crime Insurance pg pia paTix

H acgdhion Cyber Insurance kaAUmtel:

alojojalall

EvBovn Avtaméxpion Awaxomq Kupepvoekpraopo AdMa Evrodr Tnhemkowwviaky AwoknTika
£vavt Tpltwy OTa MEPLOTATIKG Epyaoiav HETAQOPAC XpnpdTwy Amdrn MpooTipa

M Cromar Cyber

INSURANCE BROKERS L1D
Insurance Calculator
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https://cromar.gr/cyber/

s7)lex Q\Q &l?
TOKIO MARINE

KILN

@Underwriﬂng

. THEWORLD'S SRECIALIST
LLOYDS NSURANCE MARKET
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https://youtu.be/50b8Ebh-ESM

Cyber Privacy Risks Advisors

in Back to LinkedIn.com

My Groups  Discover Q, Search

24  Cyber Privacy Risks Advisors @)

Risks Advisors
2,970 members

Manage

ABOUT THIS GROUP

@ Start a conversation with your group This group discusses issues related to Privacy and Data

Breach Management. We encourage Information
Security, Legal, Compliance, Governance Risk, Crisis
Enter a conversation fitle... Communication Managers and Customer Care Managers
to participate by debating the need for regulations and
St sharing their best practices, solutions and news about

upcoming events.
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https://www.linkedin.com/groups/5144882

Only Three Things are Certain in Life: Death,
Taxes, and...Data Breaches

Nikog NswpyomouAog

Cyber Privacy Risks Insurance Advisor
Email: nikos.georgopoulos@cromar.gr

T 210 8028946 (120) , M 6948 365033 LinkedIn Profile

www.cyberinsurancegreece.com , www.privacyrisksadvisors.com. www.cyberinaurancequote.gr . www.dpoacademy.gr

LinkedIin Groups. Cyber Privacy Risks Advisors , The DPO Academy
= CROMAR | coverholder at

e TTNGURAMCE BACEIES 110
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