"There are only two types of companies:
those that have been hacked,
and those that will be.”

Robert Mueller
FBI Director, 2012

[evikog Kavoviouog MNpootaciag Asdopevwy (GDPR)
o TP —evoSoxelakoc Topgag & Aopdiion Cyber Insurance

Innovation Awards

2016 Nikog NewpyomouvAog- Cyber Privacy Risks Advisor
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Cromar Coverholder at Lloyd's

H Cromar Coverholder twv LLOYD'S, OwoBetel TOAVETN €pmElpla OTN
Snuiouvpyiar  €EELOIKELUEVWV  AOQOAICTIKWY  TIPOYPOUMATWY  ME TNV
uTtooTNPEN NYETIKWY  OLVOIKATWY Twv LLOYD'S, pe ta omola €xel

E€ovolodotnon Acopevong (Binding Authority).
BpaBeio Kawvotopiag 2016 ané tnv ayopa tTwv Lloyd's
Best Coverholder Innovation 2016 ylx TNV €KTTALOEVTIKNA UNXAVN

www.cyberinsurancequote.gr

Lloyd’s Market
Innovation Awards

2016 Best Coverholder

innovalton

Hotel Tech 2018
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http://www.cyberinsurancequote.gr/

* Best coverholder innovation - Cromar: Education engine around cyber risks
www.CyberinsuranceQuote.gr is the first marketplace platform of its kind dedicated exclusively to cyber insurance, and is used as an education
tool around cyber and data privacy risks for small companies in Greece.

Cyber & Data Privacy Insurance Quote
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GDPR

Fevikog Kavoviouog NMpootaciog Asdopévwv
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General Data Protection Regulation
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28 Interpretations of the 1 Data Protection Regulation across all
Data Protection Directive EU member states

General
Data

Protection
Regulation
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https://www.youtube.com/watch?v=T00XQjs41Q8

GDPR
Fevikog Kavoviopog Npootaciag NMNpoowmikwv Aedopévwy

O Kavoviopog puBpidel Ta SIKAWUOTA TWV PUOIKWY TIPOCWTIWYV
OXETIKA JLE

1. Ta TPOCWTIKA TOUG OEOOUEVTL
2. Tnv ene€epyaoio TwV TPOCWTIKWY TOUG SEOOUEVWV

3. Tnv €AevBepn Kol QvePTOOLOTN KukKAo@opla Kol HeToBifaon Twv
TIPOOWTIKWY TOUG OEOOPEVWV EVTOG TwV opiwv NG Eupwraikng
Evwonc.

4. Tig dadikaoieg dlafifaong poowTikwy SedOPEVWV EKTOG Eupwmtaikng
Evwong

M Coverholder at REs) g RN Hotel Tech 2018
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¥
O PoAog Ttou Data Protection Officer t L

¥ DATA PROTECTION OFFICER

O Data Protection Officer (YmeVOuvog T[pootacioag Aedopivwv)
avoAaupavet

 Na skmpoowmnoet tTnv Emixeipnon évavtt twv Apxwv, EOvikwv kot
Evpwntaikwy

* Na dtaocpaliogel TNV evapuovion TN AELTOUPYILRG TNG EMIXEIPNONG OF
OTL QPOPA& TIG TOALTIKEG TPAKTIKEG Kol peBodoloyia emedepyaaoiag,
amofnkeuong Kot PeTa@opas Asdopévwy NMpoowTtikou Xapaktipo HE
TO OXETLKO VOHOOETIKO TTACigL0

* Noa TtpooTaTéPeL TRV EMIXEIPNON XO TOUG KIvoUvoug emIBoARg Twv
ONUAVTIKOTATWY Kol BapiTatwyv OSLOKNTIKWY TPOCTIHWY TIOU
TipoPAETIEL 0 Kavoviopog

CROM#&R Coverholder at REs) g RN
e INEURAMCE BADKERS ATD
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http://www.dpoacademy.gr/articles/

GDPR: H Noyodocoia dev petagépetal oute avatiOstal os Tpitov

Effective,
enforced &
documented
Policies.

Appropriate
Policy,
Process and
Technology

Privacy by
Protection Impact Design and
Officers Assessments by Default

Demonstrate
Compliance

Accountability cannot be transferred or outsourced

Copyright @ 2016 Symantec Corporation szma ntec -

Hotel Tech 2018 m
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O GDPR kaBopilel Tov TpoOTO dayeiplong Twv dedopévwv

Principles of data Permission applies to:
collection = Specific data
=Fairly and lawfully = Specific purpose
=Receiving consent COHGCt Process = Notify of changes

=Relevance - F
=Proportionality
=Types of data

Retain
= Duration
= Types of data

Management of: .
= Access
= Right to rectify data

Secure
= Data destruction policy Manage = People
= Data transfers - = Process

\’_ = Technology
= Applicable rules = Data loss
Copyright © 2016 Symantec Corporation \/Syma ntec.
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General Data Protection Regulation - Liabilities

* Ymoxpiéwon Evnpuépwong Apxwv

* Evtog 72 wpwv
* Ymoxpéwon Evnpuépwong NeAatwv
 Mpootua

* Ewg 10 4% TOUL TlipOL TOLG ME

max €20m OTIoL0 aTo TA 2 Elval HEYAAVTEPO

¢ Amo{nuuwoslg ota YOKEipEVX TWV SeSOpéVWVY TTOU
untéotnoav (nMIX

LLOYD'S Hotel Tech 2018



Cyber Insurance

EpyaAsio Awxxeipiong tTou YtoAowmopevou Kivduvou
(Residual Risk)

Time from Earliest Evidence of Compromise
to Discovery of Compromise ’

!

median number of days that threat
groups were present on a victim's
network before detection

4 24 dayslessthan 2013

Hotel Tech 2018



H Evpwmnaikni ayopa stand alone cupfoAaiwv vtoAoyileton o

$190m ko avaugvetTolr v ©0doet ta $900m to 2020.
O EU standalone cyber GWP

+40% GWP growth between 2015-2016
= Expected to see accelerated growth due to stricter regulations and increased awareness

Increased data regulations (GDPR)

Duty to notify data breaches

Fine of up to 2% or 4% of global turnover’
EU wide enforcement of GDPR

Increased awareness driven by GDPR
Cyber ranking as 14th largest risks by companies?
Expected to move to 8th position by 2018

# of breaches Increasing at 36% since 20117
Mandatory notification to drive numbers higher

Cost of data breach in Europe 35% lower vs. US*
Costs likely to Increase as a result of GDPR

$135m

2015

$1.2b
$900m
$545m
190m .
2016 Slow Realistic Optimistic
growth growth growth
(2020) (2020) (2020)

As seen in US after enforcement of data legislation

Penetration

levels are low

Source: The Ewropean Urson Breach Level Index, 1BM. Ponernon Institase, Acn Global sk Swurvey. Aon Inpoent analyses
Notes 1 Depending on activity | 2 Aon Global Risk Survey | 3 The Breach Levw Index | 4 1B

2
=

CROMAR

TREURAMCE BAGEERS AT

Cowverholder at

LLOYD'S

Growing from a
small base

Slow reaction to  Market reacts to  Cyber event sparks
EU GODPR reform EU GOPR reform huge demand

Hotel Tech 2018



Awayeipion Meprotatikwv Data Breach

Discovery of a Data
Breach

Theft, loss, or Unauthorized
Disclosure of Personally
Identifiable Mon-Public
Information or Third Party
Corporate Information that is in

the care, custody or control of the
Insured Organization, or a third
party for whom the Insured
Organization is legally liable

CROMAR

TREURAMCE BACEERS ATD

Cowverholder at

Evaluation of
the Data
Breach

Forensic

Investigation and
Legal Review

Y
S
Managing the Handling the
Short-Term Long-Term
Crisis Consequences

Class-Action
Lawsuits

Motification and
Credit Monitoring
Regulatory Fines,
Penalties, and
Consumer Redress

Reputational
Damage

Public Relations

Income Loss

Hotel Tech 2018




Cyber Insurance pe pua patix

AFTIKH EY&YNMNH
EMNANTI TPITOXN
1 onoiol unéctnoav {npid
oy aniAsas v Npoco-
niky tous Sebopévooy and
v ETgigEio otnv onoio Ta
Eimav Schoel.

ANTAMOKPFIZH
:E NMNEFIZETATIEA
MNAPABIAZHE

EEodHa kal unnpedies Giaxei-
pIons Neplotatkay napai-
aons ouotnuatwy Kol ono-
Asias epmoEunEGY nAnpo-
MO

ErumAéov kaAUTttovTal
Ta AlolknTika Mpootipa - Money Fraudulent Transfer - Telecom Freaking

PCl fines - Media Liability

C ROMAR

TIREURANCE BAGEEES LTD

| Cowverholder at

LLOYD'S

ALAKOMH EPTAEION
Eaduywn yio anmiea sod-
Swv, Adyw Sirakonns tns eni-
xElpnpankns  Spactpiatn-
s and Nneprotatkd napali-
Ooms OUDTNROaTOY KO ard-
AEQs EUMNIOTEUTIEGY mAnpo-
OO

KYEBEEFNOEKEIAIMOL
Kaduwpn wia &axeipion ne-
piotoukaw exPiacpod and
aneidgs nou pnopei va Bia-
wouw Eva Gikmwo n va obn-
yroouwey o Swgppon Euni-
OTEUTEQY NANpOQ@oDIm.

Hotel Tech 2018



Incident Response Plan & Ao@pdaAilon Cyber Insurance

Ot Ymnpeoieg Awxeipong ZupPaviwy TIOU  TIPOOYPEPEL N
ao@aAlon Cyber Insurance PTTOPOUV VO ATIOTEAECOUV UEPOG TOU
[MAGvou avTIHETWTIIONG TIEPLOTOTIKWY TIou O GDPR Oewpsl
ATIOPALTNTO

* Forensics

E&e1d1keupévoug Atknyopoug

Eldikov¢g Awaxyeipiong Kpiocswv

* (Anpooleg oxeoslg — Emkowwviako MNAavo)

Evnuépwong NMedatwv (web, customer care, direct mail)

El81koUG SLaMPpaAyUATEVUTEG O TIEPITTTWON EKPLAGHOU

M Coverholder at REs) g RN
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www.cybersecurehotel.gr

@ Secure | https://www.cybersecurehotel.gr

cyber secure

CR Cyber Secure Hotel Home Cromar Cyber Risk ToolKit Cyber Insurance More v

M coverholder at Hotel Tech 2018




Meplotatika Mapafiaong
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White Mandarin Trump Starwood

Lodging Oriental Hotels

TourSxioTov 24 Cevodoxzia Tov MSpno Tou 2015, rAeTafd Maoiouw 2014 ko Tov NotuPpio too 2015,

ATav Souara rMBEIczwy OToV TO KakSPouvAio lcuvicouw 2015 54 ad ra feveboxzia

KuBrovoxdapo To 2013 kol To AOVITHIKS pSAuve POS OTTOAOYICTES KO TOLG £rTecav BLpG

201S5. TEQRHOTIKS, TeppanksS POS ot KaKkSBouiaoy
ATTOCTTWYTAS OTOXEIS ESTIATOOI KOl OTS TTRPOYRARHATWDY TTOL

TE QUIEG TIC ETNISECEIG. O THO T TIKOGOV K TGOV JIE cQarTQoInuara pe eibn HOAUVAY TQ TELMG RS

TS IO T KES KO XOEWO TIKES KOSE ayood. Scoprrav poADvBnxay. PCS. ExAsypav oroixeia

KGTEC TGOV ITEAIIOV 1TOL MO T TIKGOV KO TaoV Q118

AONMCHIOTIOINOAY TIG Sapopoug TTEAATEG,

UTTAPITILS TOUG TESNKAaY o

Kivouve.

C ROMAR Cowverholder at

IREURANCE BADKERS AT
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Meplotatika Mapafiaong

249 ErveSaxtic
HOoOASVENKaY

|

= Teéopacn or
EHTTIOTEUTIKES
TANPOOOPTS

= 173.000 xrzznibvec
THOTCOTIEES KQPTEST

H M

=3 1.5 xoowma
S OMNIOIEVYOl XL
VO TO YVIDEILOUY

Hwyatt
Hotels

Tov MapTio 2015,
koxobPouro Mook
HOAUVE TEppATa POS
ETTTRETTOVTOG GTOUGC
CYKANPATEG VO KAEIOUY
CTCHER T TG TG QT
KOTa T SIGOKE0 Oyopay.

IHEURAMCE BEDRERS ATD

CROMAR | Coverholder at

Hilton
Worldwide

Tov Netuboic 2015

TEopankS POCS pwoloveEnxkav.
LTOREIC TROTLWTIKGY KOOTOOV.

TTAAON OVoHaTS
MNEEoouNvES AN ko
KSKo oopaiEac
KAGTTRSTY.

LLOY DS

Hard Rock
Las Vegas

Arro 13 Lermrefbpiou
2014 écog 2 ATTEoiNOL
201 5, o1 eykANUaTES
AMmEcMcav TTPOCPoon KO
ExavVayV Xornorn L OuvoAKSe
173.000 e adves THCTNKES
«AOTEC.

Rosen Hotels
& Resorts

Ao kKat Sev Exouv Swo
arkpipeic TTANpoOgpopicg
OXENKS JIE THV KACTT.
exouv emPePaicoce ST o1
TEOMQNKOI oOTaQSuol 1oug
point-of-sale sixav
porhuvBsei e kaxsBouvio
AOYIGUIKDS OTTO TOV
remrripuPoro 2014 Ecog TOV

Tefpoudpio 2014,

Hotel Tech 2018



Meplotatika Mapafiaong
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~—! Request from CEO
Subject: Immediate Wire Transfer
el Finar } f ]
0:‘"5‘.‘" mportance
Please proces
amount of $250.0
by COB today. W

ire transfer payment in the
00 and code to "admin e

ring instructions below

CEO fraud” BEC Scams

INTERRUPTION

AlakoT] Epyaciwy

= CROMAR

Coverholder at [NKel'gpEs
IEURAMCE B

xpenses”

Ransomware Phishing
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Money Fraudulent Transfer

Telecom Phreaking

Hotel Tech 2018



www.cybersecurehotel.gr - Cyber Risk Toolkit

https:/ fwwnw.cybersecurehotel.gr/gdpr/

T3

CROMAR

Cyber Secure Hotel Cromar Cyber Risk ToolKit Cyber Insurance

MpoAnwn MEPIOTOTIKWY

NopoBsoia

General Data Protection Regulati

Data Protection Officer

=

N£0G EUPWTNIKOG MEVIKOG Kavoviopog yio To NMpoowTttiké ASEIEHEISIS IPo
STIC 14 ATPIAMOU 2016, TO EUPWTATKO KOWOBOUAO cvikp et e
Kavoviopo yia Ta MpoowTiKAa SE60UEVA. Accdemy
O KOVOVIOUOG aVOUEVETAL val TEBE( og 10xU Tnv avolEn Tou 2016 Kal Ba apxicel
VOl EPaPUOTETaL TNV avolEén Tou 2018. The DPO Academy

Profile

O KOVOVIOLOG TIEPIYPAIPEL TA SIKAIWUOTA TOU UTIOKESIPNEVOU TWVY SESOPEVWIY, .
dSNAASEr TOU OTOHOU TOU OTIOIOU To TIPOOWTIKG S£dopfvo UTTORAAAOVTON OF &HUIOUPVHBHKE V.la va
eTeEcpyaoia.  AUTO TO EVIOXUHEVO SIKAWWHOTO TOpEXouv  oOTo  ATopd HDOIGLDEDEL LWNANG
HEYOAUTEPO £ASYXO ETH TWV TIPOOWTIIKWY TOUG SESOUEVWY, HPETAED AWV rotornTas

EKTINIHEUTIKA

Hotel Tech 2018
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http://www.cybersecurehotel.gr/

www.cybersecurehotel.gr — Incident Response Plan

& Secure | hittps://www.cybersecurehotel.gr/plano-antapokrisis/

CRAR_ Cyber Secure Hotel Cromar Cyber Risk ToolKit Cyber Insurance

Zxeblo Avtipetwruong Meplotatikwy MapaBiaonc TuoTnUATwWyY

& AntwAeilag Aedopevwy MNMpoowrikoL XapakThpa

MOAAEC ETOIPIEG AVEEQPTATWCE PEYEBOUG £XOUV TIECEI BUUATO TIEPIOTATIKWY -
mapaficong CUCTNUATWY KOl ATIWAEING EUTIIOTEUTIKWY TIAN POQPOPIWY, Yid
TO AOYO QUTO Bo TIPETIEL VO EXOUV VO OXES10 QVTIPHETWITIONS TIEPIOTATIKWY. DATA BREACH INCIDENT RESPONSE

WORKBOOK

o Cramiion. or mmentiatn belp Wi & Gats Beach,
Call 1A

AGC SOULE TI TIPETEL VO TIEPIAQUBAVEL £V TETOLO OXES10:

Bripa 1 - AnuioupynoTe OPada AVTIHETWTIIONG MEPIOTATIKWY
ZoimAnpoots tov Odnyyo.

H opada auTrn TMEPIAQUBAVEL OTEAEXN OTIO TA TUNUATO TNS £TAIPICC TIOU
TIPETEL VO CUPPETEXOUV OTNV QVTIPHETWTIION £VOG TETOIOU TIEPIOTATIKOU:

- CROMAR | Cowverholder at [NEeLg sy Hotel Tech 2018

TREURAMCE BAGEIES ATD



http://www.cybersecurehotel.gr/

www.cybersecurehotel.gr - Cyber Secure Hotel Academy

8 Secure | https//www.cybersecurehotel.gr/webinars/

CROMAR Cyber Secure Hotel Home Cromar Cyber Risk ToolKit Cyber Insurance

r

More v

Cyber Secure Hotel Academy

TNV evOTNTO auTr) Oa BpeiTe Mapoucldocls & Webinars yia Tnv acpaiion Cyber
Insurance Kal Tov Mreviko Kovoviopo MpooTtaoiog Aedopgvwy (GDPR).

revikdg Kavoviopog MNpooTtaciag NMpoowmKkwy Acdopsévwy (GDPR)

ERER _Soreion?

M Coverholder at REs) g RN Hotel Tech 2018



http://www.cybersecurehotel.gr/

www.cybersecurehotel.gr - Cromar Cyber Secure Solution

B Secure | httpsy/www.cybersecurehotel.gr/cyber-insurance/ | B8

R Cyber Secure Hotel Cromar Cyber Risk ToolKit Cyber Insurance

Cyber Secure Solution

H AUON Cyber Secure solution TpOOWEPEL SWPEAY TIPOOROCN TNV BPARBEVPEVT ATIO
TNV ayopd Twy Lloyd's eKAISEUTIKE pnxovh www.cyberinsurancequote.gr

Cyber & Data Privacy Insurance Quote

CROMAR | covernolder at [[ERNE Hotel Tech 2018


http://www.cybersecurehotel.gr/

GDPR & Ac@pdaAion Cyber Insurance

¢ H ao@aAion TEPNAPBAVETAL OTA TEXVIKA KOL OPYOVWTIKA PLETPC;

« H ao@daAion KoAUTITEL €VOUVEG TIOU TIPOKUTITOUV QMO TIEPLOTOTIKAX OTIWAELOG
TIPOCWTILKWV dedopevwy (data breach) ;

* H ao@aAion onbael 0TV KOAUTEPN AVTILETWTILON TWV TIEPLOTATIKWY Ttapafiaong pe
TNV TOPOXN €KWV otV Slaxeiplon CLUPAVTWY OL OTIOIOL GUUTIANPWVOULV TNV
Opada Avtipetwriiong MNMeploTaTikwy TNG ETAUPIAG

« H ao@aoAon umopsl va amoTeAEdel TTApPAyovTa SlapopoTioinong Tou VYoug Tou

TIPOCTIHOU TIOV PTIOPOUV VO ETIRAAAOLVV OL APXEG;

* H ao@daAion umopet va Bondnoel pa eTatpia va cuvexiosl OpoAd TNV AElTovpyla NG

CROM#&R Coverholder at [REs)g iy
e INEURAMCE BADKERS ATD
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Only Three Things are Certain in Life:
Death, Taxes, and...Data Breaches

Nikog Newpyomoulog

Cyber Privacy Risks Insurance Advisor
Email: nikos.georgopoulos@cromar.gr
T 210 8028946 (120) , M 6948 365033 LinkedIn Profile

www.cyberinsurancegreece.com , www.privacyrisksadvisors.com. www.cyberinaurancequote.gr .
www.dpoacademy.gr

LinkedIn Groups. Cyber Privacy Risks Advisors , The DPO Academy

Hotel Tech 2018
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mailto:nikos.georgopoulos@cromar.gr
https://www.linkedin.com/in/nikos-georgopoulos-mba-cyrm-16227b11/
http://www.cyberinsurancegreece.com/
http://www.privacyrisksadvisors.com/
http://www.cyberinaurancequote.gr/
http://www.dpoacademy.gr/
https://www.linkedin.com/groups/5144882
https://www.linkedin.com/groups/8544788

