Global Industry Statement in
Support of a New Trans-Atlantic
Data Privacy Framework

The undersigned associations welcome the recent EU-US announcement of a new Trans-
Atlantic Data Privacy Framework to strengthen data protection, support responsible data
transfers, and enable continued transatlantic commerce. We urge the swift finalisation of
a Framework that, as stated by European Commission President Ursula von der Leyen,
“enables predictable and trustworthy data flows between the EU and US, safeguarding
privacy and civil liberties.”

Implementation of a new Trans-Atlantic Data Privacy Framework is critical to a
constructive transatlantic relationship. As set out in the Annex to this letter, ongoing
uncertainty relating to data transfers has significant economic repercussions for EU
enterprises, exports, jobs, innovation, and SMEs, and undermines the ability to promote
high data protectionstandards.

EU enterprises in all sectors and of all sizes rely on their ability to transfer data responsibly
around the world, even more so today as many have moved their businesses online amid
the COVID-19 pandemic. Companies transfer personal data to send business emails,
process payroll and global workforce data, work with suppliers, and serve customers
around theworld.

However, the central beneficiaries of a new Framework will be EU and US citizens,

who will benefit from strengthened personal data protections as new participant
companies adopt the privacy controls required by the program, and as new governmental
commitments on access to data areimplemented.

We again congratulate and urge the European Union and the United States to swiftly bring
the new Trans-Atlantic Data Privacy Framework into force.

April 2022
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Annex: Strengthening Data Protection
Through a New Trans-Atlantic Data
Privacy Framework

Improving the legal framework for transatlantic data
transfers, including through a new Trans-Atlantic Data
Privacy Framework, is critical to strengthening data
protection and security, supporting the responsible
movement of data across borders, and enabling
continued transatlantic commerce.

THIS REPORT COVERS THE FOLLOWING TOPICS:

2  Importance of EU-US Data Transfers

2  Impacton EU Economic Growth, Employment, and Exports
3  ImpactonEU Enterprise Operations

4  Impact on EU Innovation and Technology Leadership

5 Impact on EU Small-and Medium-Sized Enterprises

6  Impact on Transatlantic Data Protection Standards
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Importance of EU-US Data Transfers

A new Trans-Atlantic Data Privacy Framework can help revive and strengthen the EU-US data
ecosystem. The European Union’s largest data partner is the United States.! According to Bitkom,
Germany’s Digital Association, “[t{jhe most important basis for EU-US data exchange was removed
with the removal of the Privacy Shield by the so-called Schrems Il ruling of the ECJ.” Roughly 50% of
companies surveyed by Bitkom in 2021 used the Privacy Shield to transfer personal data to the United
States.?

According to the Council of the European Union, more EU goods are exported to the United States
than to any other country, with €556 billion in EU-made goods exported in the United States in 2020.
The EU-US trading relationship supports 8 million jobs and accounts for 42% of world trade.® EU-
US cross-border trade in digital services—such as telecoms and business services—has grown by
100% since 2006, twice as fast as EU-US trade in goods.*Losing even a fraction of this economic
opportunity translates into a significant impact for EU enterprises, workers, consumers, and citizens.

Impacton EU Economic Growth, Employment, and Exports

DIGITAL EUROPE ESTIMATES THAT, “IF DATA TRANSFER MECHANISMS
ARE LARGELY MADE UNUSABLE,” THE EU STANDS TO LOSE:

€1.3 €116 1.3

TRILLION BILLION MILLION
In cumulative economic Inannual exports, including European jobs®
growth by 2030 €61 billionin manufacturing

exports and nearly one
quarter of all EU media and
cultural exports

THESE LOSSES WILL BE BORNE HEAVILY IN:

Germany France Ireland Italy The Netherlands

BILLION BILLION BILLION BILLION BILLION
in annual in annual in annual in annual in annual
lost exports lost exports lost exports lost exports lost exports®

4 Another 2021 study estimates that interruption of EU-US data transfers would cause
|||||||. EU-wide losses of up to €420 billion in EU GDP (up to 3% of GDP).”



https://www.digitaleurope.org/resources/data-flows-and-the-digital-decade/
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Impacton EU Enterprise Operations

Continuing uncertainty around transatlantic data transfers creates operational challenges for many
EU enterprises.

A 2021 SURVEY OF OVER 250 COMPANIES FOUND THAT...

85% 68% 52% 22% 13%

of companies work with use have locations work together
surveyed use cloud international communication outside the EU. with partners in
services thatstore service providers, systems that store non-EU countries,
dataoutside for example, for dataoutside for example, in
the EU. 24/7 security the EU. research and
support. development.?

The survey found that, “[s]hould it no longer be possible to process personal data outside the EU, this
would have severe effects on German companies and the economy as a whole.”

COMPANIES DESCRIBED THESE EFFECTS AS FOLLOWS:

62% Nolongerableto provide certain products and services

57% Competitive disadvantages comparedtocompaniesfromnon-EU countries

54% Higher costs and/or global security support could not be maintained

41% Disruption of their global supply chains

\

6 Quality losses of their own products and services

|

© Change in corporate structure would be required

]

Wouldfallbehindintheglobalcompetitionforinnovation

ﬁ: Would have to stop business operations

.’ None of the companies surveyed expect the end to transferring personal data to have

‘- no impact on its business operations.®

N
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Impacton EU Innovationand Technology Leadership

Ongoing uncertainty around data transfers impairs data transfers impairs EU innovation.
86% of respondents in one 2021 survey noted that “at least one innovation project has failed
due to uncertainties in dealing with the GDPR."%°

COMPANIES NOTED THAT THE FOLLOWING TYPES OF INNOVATION PROJECTS HAD FAILED:

54% 37% 36% 36% 33%
"
" - - - 1 4
- - - -

[ (] - - -
Data pooling Process Projects for Use of new Use of cloud
projects optimisation in improving technologies services
customer service data use like artificial

intelligence or
big data

Continued uncertainty around transatlantic data transfers also affects cross-border health research.
As explained by MedTech Europe, the European Federation of Pharmaceutical Industries and
Associations (EFPIA), and other associations,

The continued ability to transfer patient-related data between the United States and Europe

is critical to the research and development of new medical products, monitoring the safety
and effectiveness of existing marketed products, and providing support services for medical
technologies currently in use. These important and necessary data flows go in both directions,
and patient care will inevitably—and needlessly—suffer if restrictions on transatlantic data
transfers are imposed without due consideration of the facts and circumstances of each type
of datatransfer.

Examples of affected health innovation projects:

+ More than 5,000 collaborative projects involving the US National Institutes of Health and EEA
countries that were ongoing in 2018.

+ EUdatatransfers to: (1) The International Genomics of Alzheimer’s Project; (2) The National
Cancer Institute Cohort Consortium; and (3) The Psychiatric Genomics Consortium.
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Impact on EU Small- and Medium-Sized Enterprises

EU Small- and Medium-sized Enterprises (SMEs) suffer disproportionately due to continuing
uncertainty around the Privacy Shield and transatlantic data transfers.

THE EU’S SMEs ACCOUNT FOR...

99.8% 67% 50% 28%

of all EU enterprises of theEU workforce of EU GDP of EUexports'?

A 2021 SURVEY OF 2,535 SMES BASED IN FRANCE, GERMANY, ITALY, POLAND, AND THE
NETHERLANDS AND OPERATING ACROSS |5 SECTORS FOUND THAT, AMONG THOSE SURVEYED:

OVER

80% 29% 509% 40%

of EU SMEs trade of EU SMEs have of EU SMEs in the of EU SMEs would
or provide services stopped or reduced telecomorfinancial consider halting
outside of the EU, with their sales of products service sectors have trade with the United
the United States as the or services that require stopped or reduced States, if the costs
most frequent trading personal data transfers. the volume of data of complying with
destination (after the transfers outside the a new data transfer
EU and UK). EU. mechanism exceeds

5% oftheirrevenue.'

A NEW TRANS-ATLANTIC DATA PRIVACY FRAMEWORK CAN BE PARTICULARLY VALUABLE TO SMEs:

. v

65-70% of Privacy Shield participants Over 70% of Privacy Shield participants

were SMEs." operated in data-reliant sectors, such as
business and professional services, IT
services, and the like.1®
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Impact on Transatlantic Data Protection Standards

Implementing a new Trans-Atlantic Data Privacy Framework can contribute to high standards of data
protection.*®* When it was operational, Privacy Shield required participants to adopt high-standard
personal data protection measures, submit to arbitration, and implement other internal controls to
improve privacy protections for EU and US citizens alike.'” Privacy Shield commitments were audited
and enforced by governmental authorities,*®and subject to annual governmental reviews.*°

However, the picture changed following the July 2020 invalidation of the Privacy Shield. Participation
has fallen below 2018 levels, as nearly 2,000 companies dropped out of the Privacy Shield program
between July 2020 and February 2022, an attrition rate of 35%.2° For some companies, particularly
small businesses, putting other transfer mechanisms in place can be too costly, which may result in
fewer services being offered and jobs created.

INITS 2021 DATA GOVERNANCE REPORT, THE INTERNATIONAL ASSOCIATION OF PRIVACY
PROFESSIONALS (IAPP) REPORTS THAT:

Nearly 6 in 10 privacy pros said complying with The [Schrems I1] ruling impacted most businesses,
cross-border data transfer laws is their most asmorethan7in10privacyprosworkatafirm
difficult task.? that transfers data from the EU to a third country.®

A new Trans-Atlantic Data Privacy Framework can help raise levels of data protection for citizens on
both sides of the Atlantic.

PRIVACY SHIELD PARTICIPATION WAS ROBUST PRIOR TO MID-2020:

Morethan5,000 Up to70%

companies participated in the program? annual growth in participation
o,
MOl'e than 40 60/) of companies that transferred data
different sectors represented® from the EU relied on Privacy Shield®

PRIVACY SHIELD PARTICIPANTS WERE FOUND IN EVERY SECTOR OF THE ECONOMY, INCLUDING:

A B o= PR © ® 8 R

Aerospace Agriculture Automotive Energy Cloud/ Finance Healthcare Supply Telecommunications
Enterprise Chain/
Software Logistics

HISTORICALLY, THE PRIVACY SHIELD PROGRAM HELPED IMPROVE DATA
PROTECTION ACROSS AN INCREASING NUMBER OF COMPANIES*

_ Privacy Shield Participants Change in Participants Percentage Change

Sept. 2017 2,177

Sept. 2018 3,703 +1,526 +70%
July 2020 5,374 +1,670 +45%
Feb. 2022 3,455 —1,919 —-35%
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