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"There are only two types of companies:
those that have been hacked,
and those that will be.”

Robert Muellet
FBI Director, 2012

Is Cyber Insurance the Next Big Thing?
2nd Digital Payments Summit - May 2016

Cyber Risks Advisor

E CROMAR bu‘\' \“ﬂﬂ'em Coverholder at

INSURANCE BROKERS LTD
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Cromar Insurance Brokers
=4 CROMAR

« With an established presence of more than 65 years of experience in
the International, British and Greek Insurance markets.

« We are International Insurance and Reinsurance Brokers. We place
risks with a carefully selected group of international and domestic
Insurance companies and make sure all insurers we cooperate with
adhere to our demanding security standards.

« QOur primary capacity is as a LLOYD'S Coverholder .

« We have been granted binding authorities from three of the leading
LLOYD'S syndicates as follows: Tokio Marine KILN, BEAZLEY & QBE.

E CROMAR Coverholder at
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Historical Development of Cyber (Re)Insurance

Evolution of the U.5. Product

) w55 D 2005 D 2000 > 2006 > 20t 2

= Cyberinsurance first ~ Privacy breach notice = Following Califomia™ = Cyber becomes = yber is underwritien
emerged as a product. laws enacied in example, 47 of the 50 privacy issue. by cwer 60 insurers
Califormia, furthering siates have enacted and produces over $1
demand for cyber compulsany breach bilion @ year in premium
products. notification legislation, income.
driving the cybber market
in the U5,

Evolution of the European Product

) 1995 D Md2000s ) 02 > 2065 ) 20t > 2015 J

- Data protection = [ncreased - Reform of Data = EU announced = Insurers develop = Expeded
directive in the ELL refiance on T Protection the Cyber Security international implementation
. Established dats and high-profile Legislation Directive, which will offerings. 25-30 of the Reform of
protection as a hacking scandals released by the impose minimum markets in Londaon. Data Protection
right for EU citizens. lead to increase EL. These detailed Security measures Legislation.
in engquiries for compulsory breach on businesses. [However, this date
cyber insurance in notification ules i= 8 moving target).
Europe. inrease fines to be

enforced and other
requirements for
data protection.

Source: Historcal Development of Cyber (Relinsuronce, ZCCapitalldeas.com, Ooctober 23, 20,

CROMAR Coverholder at JRENEEAS
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American Cyber Insurance Market 2014

The cyber insurance market will triple in size to

$10 billion in annual premiums by 2020 (ABI)
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Source: The Betterley Reporl, CyberPrivacy insurance market sureey repors

E CROMAR Coverholder at




Corporate Assets

Personally |dentifiable
Information (PlII)

Protected Health
Information (PHI)

@ @

. Confidential Corporate
Information
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Software
and Systems
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The Average Total Organizational Cost of Data Breach
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Ponemon Institute oto Report "2014 — Cost of Data Breach Study Global”

CROMAR Coverholder at [IRRe}48
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The Average per Capita Cost of Data Breach
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CROMAR Coverholder at [IRRe}48 n
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The Average per Capita Cost of Data Breach per Industry
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Time from Earliest Evidence of Compromise to Discovery™
of Compromise

Time from Earliest Evidence of Compromise How Compromises Are Being
to Discovery of Compromise Detected

A 205

median number of days that threat
groups were present on avictim's
network before detection

4 24 days less than 2013 ?j

69%

Q 31%
victims discovered

the breach internally

victims notified by

Longest Presence: 2,982 days an external entity

[nyn: M Trends 2015 A View from the Front Lines

CROMAR Coverholder at JRENEEAS
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The Data Protection Landscape - GDPR

General Data Protection Regulation

* Fines - of up to EUR 20m or 4% of annual global turnover for breaches
of the rules

* Breach notification:
— Regulator - “without undue delay” and where feasible within 72 hours.
— Affected Individuals — only where breaches likely to pose a high risk.

e Data Protection Officers

* Data Privacy Impact Assessments
* Focus on Compliance & Risk Management

CROMAR coverholder at [RE) AR

INSURAMCE BROKERS LTD




Simplified Overview of a Data Breach

Discovery of a Data
Breach

Theft, loss, or Unauthorized
Disclosure of Personally
Identifiable Non-Public

Information or Third Party
Corporate Information that is in
the care, custody or control of the
Insured Organization, or a third
party for whom the Insured

Organization is legally liable

g CROMAR

INSURANCE BROKERS LTD

Evaluation of
the Data
Breach

Forensic

Investigation and |

Legal Review

Managing the
Short-Term
Crisis

Motification and
Credit Monitoring

Public Relations

Coverholder at RREs) R
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Handling the
Long-Term
Consequences

Class-Action
Lawsuits

Regulatory Fines,
Penalties, and
Consumer Hedress

Reputational
Damage

Income Loss
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Cyber Insurance Covers

CYBER INSURANCE COVERS:

LIABILITY EVENT BUSINESS CYBER
RESPONSE INTERRUPTION EXTORTION

@Symantec

CROMAR Coverholder at
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Insurance Covers at a Glance

First Party Coverage

« Crisis Management & Identity Theft Response: Expenses for
communications to notify affected customers, provide credit
monitoring or identity theft services, conduct forensic investigations,
and for expenses incurred in retaining a crisis management or public
relations firm for the purpose of protecting/ restoring the
organization’s reputation.

- Regulatory Defence and Penalties
« Cyber Extortion

« Data Asset Protection: Recovery of your costs and expenses
incurred to restore, recreate or regain access to any software or
electronic data

« Network Business Interruption: Reimbursement for loss of income
and/or extra expense resulting from an interruption or suspension of
systems.

E CROMAR Coverholder at
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PCIl Fines & Costs

PCl Forensic Investigator in order to comply with the terms of a
Merchant Services Agreement to investigate the existence and
extent of an actual or suspected compromise of credit card data

Fees charged by a legal representative to determine the
applicability of and actions necessary by the Insured Organization to
comply with the Merchant Services Agreement

Costs for a Computer Security Expert to demonstrate the Insured’s
ability to prevent a future electronic data breach as required by a
Merchant Services Agreement (Recertify)

Fines levied by the Card Associations

T

Security
Standards Council

Card Replacements and related costs

Understanding Payment Card Industry Payment video

CROMAR Coverholder at
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Insurance Covers at a Glance

Third Party Coverage

« Network Security Liability: Covers claims from third parties arising
from a breach in network security or transmission of malware/viruses
to third party computers and systems.

« Privacy Liability: Covers claims from third parties as a result of a
failure to properly handle, manage, store or otherwise protect
personally  identifiable  information,  confidential  corporate
information , and unintentional violation of privacy regulations.

E CROMAR Coverholder at
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« 574 data compromises investigated
by Trustwave* across 15 countries

« 43% of investigations were in the
retail industry

* 13% were in the food and beverage
industry

* 12% were in the hospitality industry

* 42% of investigations were of e-
commerce breaches and 40% of
point of sale (POS) breaches

A data breach can cost over
$100,000 in penalties

TrustWave: 2015 Global Security Report

CROMAR

INSURAMCE BROKERS LTD

RETAIL

35%
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I

18%

HOSPITALITY

11%
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.
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4%
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Claims Allocation by Business Sector

B Eneray
. Entertainment

B Finandial Services

[ | Gaming & Casing

. Healthcare

[l Hospitality

B Manufacturing

B Media

Mon-Profit

B Frofessional Services
B Restaurant

B fRetad

B Technology

[l Telecommunications

Transportation

Il Other

25 L1%

PERCENTAGE OF CLAIMS BY BUSINESS SECTOR
(N=160)

NetDiligence Report 2015 - Cyber Liability and Data Breach Insurance Claims MDlhnge’

<Y CROMAR Coverholder at
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The incident that would have the greatest impact on a
company'’s reputation

_ 75%

Poor customer service
Environmental incident
Data breach

Publicized lawsuits
Government fines
Laber or union disputes

Other

D 3%

A 30%

AR 29%

A 18%

1%

0%  10%

=

20% 30%  40%

Mnyn: Experian “The Aftermath of a Mega Data Breach: Consumer Sentiment”

CROMAR

INSURAMCE BROKERS LTD

70%

80%

Coverholder at
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The Aftermath of a Mega Data Breach:
Consumer Sentiment

it was stressful I 76%

Time spent resolving problems caused by the R 30%
breach

Fraudulent charges on a credit card RN 25%

Credit report shows fraudulent activity IR 21%

Lost money [N 13%

My identity was stolen B0 6%

Other | 1%

Mone of the above P 21%

0% 10% 20% 30% 40% 50% 60% 70% B80%

Mnyn: Experian “The Aftermath of a Mega Data Breach: Consumer Sentiment”

CROMAR Coverholder at JRESNERR
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What could be done to prevent you from discontinuing

your relationship?

A sincere and personal apology

Free identity theft protection and credil monitoring
services

Access 1o a call center to respond to my
concemns and provide information

Discounts on products or services

Mone of the above would make a difference

|

43%

41%

15%

15%

54%

0% 10% 20% 30% 40% 50% 60%

Mnyn: Experian “The Aftermath of a Mega Data Breach: Consumer Sentiment”

=q CROMAR
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CEO & Data Breach

Who should take the fall when a company suffers
a major data breach?

CEO | — 23 9%

ClO | 26.4%

CISO | e 34.8%

VP of IT [ 3 9%

Board of Directors | 42%

Auditors  |m— 10.2%

0% 10.0% 20.0% 30.0% 40.0%

Source: AlienVault Survey

= CROMAR Coverholder at [JREQYsR
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How do insurers rate cyber risk?

¢ Industry / turnover

« Data - amount and type

« Reliance on IT network for operations

« IT Security, Policies and Procedures

Compliance with regulations (Data Protection Act, Industry PCl, etc)
Employee training

Firewalls, Encryption..

Access controls

« Readiness to deal with an incident

« Cyber risk culture

« Claims experience

E CROMAR

Coverholder at [REsLEELS




LLOYDS

THEWORLD'S SPECIALIST4

INSURANCE MARKET

A market where our syndicates join toget

The Lloyd's insurance market estimates that
the growing global cyber insurance market
will be worth $85 billion and is positioning
itself to be a global hub for coverage.

E CROMAR Coverholder at
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Beazley Global Breach Solution

. Ratings

All Beazley's managed syndicates
¢ (2B623/623/3622/3623/6107/6050)
are covered by the Lloyd's market ratings:

: A.M. Best rating A (Excellent)
i Standard & Poor's rating A+ {Strong)

LLOYD S Lﬂa:?r:ltfr;ﬁ-ﬁae:;e;tsi:;:mltted US carrier

. Bearley Insurance Company, Inc. A (Excellent)

- Beazley is a pioneer in data breach response insurance and the
largest insurer of cyber liability risks in the Lloyd’s market.

« An insurance solution with comprehensive mitigation services for
privacy and security risks.

« 3.500+ breaches managed
« 80% of claims spend on service and managing breaches.

« Advisen Award 2015: Beazley Breach Response Team

E CROMAR Coverholder at
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Cyber Privacy Risks Advisors

Home Profile My Nefwork Jobs Try Premium for free

My Groups Discover Q, Search {3

Cyber Risks Advisors
2,077 members

ABOUT THIS GROUFP

9 Start a conversation with your group This group discusses issues surrounding Privacy and Data
Breach Management. We encourage Information Security,

Legal, Compliance, Governance Risk, Crisis

Enter a conversation title. . Communication Managers and Customer Care Managers

to participate by debating the need for regulations and
sharing their best practices, solutions and news about

Conversations Jobs .
_— upcoming events.

Join us on Cyber Risks Advisors

in . Academy

www.privacyrisksadvisors.com

CROMAR Coverholder at [IRRe}48
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Portals

& & X [3 wwwoprivacyrisksadvisors.com (SWe

Privacy Risks Advisors

5 Home
> are only ypes T mpanies:

5 Cyber- Privacy Insurance

% How to Buy Insurance

% The Data Breach ToolKit

© Data Breach Solution

© Infosecurity Awareness CEO & C-Level Executives

Role in

@ Cyber Security For Process Control

© Biggest Data Breaches REMOTE OIL AND GAS ASSETS 2016

Data Breach Management
@ Risk Management click here

@ Cyber Risks Academy . < w
Estimate Your Risk Exposure
@ Cyber Risks Glossary Using Data Breach Calculators (‘EQ ~ -

© cyRM Certification

it i el O The Data Breach ToolKit m

© Privacy & Telecoms

X | [) www.cyberinsurancegreece.com e~6 0

Cyber Insurance Greece

Cyber & Privacy Risks Management - Greece & Cyprus

@ Apxikn
"There are only two types of companies:
Kupepvoxwpog i
Data Breach

5 Cyber Risks

Cyber Insurance

) CyberSecureSolution Eollow @grgngeo
Spo— Sl Vot I
g CyDTRIzks Academy R CEO & Clevel Executives
) Cyber Risks Seminars Role in Data Breach
Management
@ Privacy Isiwnkémra H ao@dAeia 1wV IANnpoQopusv
; amnoteAei euduvn w
5 Hacking - Hackers o o
ToU SieuOUuvovtos ounfouAdou % 2
& Acgiko Opwyv KOl TWV AV TATW YV OTEAEXWV
e NoNaston To k60105 tov KuBEpvoeniBEcemv o Ba GexBolY enixeiphoas Kal L T —

opyaviopoi v endpevn Sexaetia (2015-2025) avépxetal o 1.06 bio.

RAR van crimse AER vne EARARAe

E CROMAR Coverholder at [IRReY 08
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www.cyberinsurncequote.gr

Cyber Insurance Toolkit

Cyber & Privacy Insurance Quote

HOME CEO CYBER RISKS TOOLKIT YNHPELIEE | GET AQUOTE LINKEDIN I INFOCENTER EMIKOINONIA

Cyber & Privacy Risks Advisors ;
2 |

‘ CYBER RISKS TOOLKIT

» lNarti Cyber Insurance

> Calculators

"There are only two types of companies: oo '
‘ g? '
-
I"

> Data Breach

> NopoBeola

> MEAETN ZNuLwy

> EVBELKTIKO KooTtoc

» Cyber Risks per Sector

CROMAR Coverholder at [IRES} 405
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More Information

Nikos Georgopoulos

Cyber Risks Advisor

TEL. 6948 365033

Email: nikos.georgopoulos@cromar.gr

CROMAR Coverholder at

CROMAR Insurance Brokers LTD, LLOYD's Coverholder

Athens, Ag. Konstantinou 17 & Ag. Anargiron - 151 24 Marousi T: +30 210 80 28 946-7, F: +30 210 80 29 055
Thessaloniki, Politechniou 24 — 546 25, T: +30 2310 50 2506, F: +30 2310 52 6028

http://www.cromar.gr

CROMAR Coverholder at
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